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Abstract

Information privacy is usually concerned with the
confidentiality of personal identifiable information (PII)
and protected health information (PHI) such as electronic
medical records. Thus, the information access control
mechanism for e-Healthcare services must be embedded
with privacy-enhancing technologies. Role-based Access
Control (RBAC) model has been widely investigating and
applying into various applications. This paper proposes a
framework of RBAC with privacy-based extensions to
tackle such a need in e-Healthcare services.
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1. Introduction and Motivation

In today’s era of e-Healthcare informatics, there is a
constant and growing need for automated and integrated
views of health information to guide rapidly changing
health planning activities and increasingly sophisticated
health-related policymaking, as well as fulfilling the
information requirements of daily e-clinical care and e-
patient management [1]. Privacy is one of the major issues
to be handled in such an environment. Access control is
the process of limiting access to the resources of a system
only to authorized users, programs, processes, or other
systems. Access control is synonymous with controlled
access and limited access. In general, access control is
defined as the mechanism by which users are permitted
access to resources according to their identities
authentication and associated privileges authorization [3].
Role-based Access Control (RBAC) model has been
widely investigating and applying into various
applications for a period of time [4]. Permissions are
associated with roles, and users are made members of
appropriate roles thereby acquiring the roles’ permissions.
In addition, roles can be granted new permissions, and
permissions can be revoking from roles as needed. The
significant benefit of deploying RBAC is its flexibility to
meet the changing needs of an organization [5].

Privacy is a state or condition of limited access to a
person [6]. In particular, information privacy relates to an

individual’s right to determine how, when, and to what
extent information about the self will be released to
another person or to an organization [7]. In general,
privacy policies describe an organization’s data practices
what information they collect from individuals (subjects),
for what purpose the information (objects) will be used,
whether the organization provides access to the
information, who are the recipients of any result generated
from the information, how long the information will be
retained, and who will be informed in the circumstances of
dispute. One can imagine that information privacy is
usually concerned with the confidentiality of personal
identifiable information (PIl) and protected health
information (PHI) such as electronic medical records.
Though access control technology can be directly applied
in protecting PIl and PHI data, privacy concepts also have
to be incorporated such as purpose and obligation. Threats
to information privacy can come from insiders and from
the outsiders in each organization [8]. Privacy control is
usually not concerned with individual subjects. A subject
releases his data to the custody of an enterprise while
consenting to the set of purposes for which the data may
be used [8]. The traditional view of access control model
should be extended with an enterprise wide privacy policy
for managing and enforcing of individual privacy
preferences [9].

In this circumstance, the information access control
mechanism should also be embedded with privacy-
enhancing technologies [8]. All these evidences show the
importance of integrating privacy concepts into access
control mechanism for resolving the e-Healthcare security
issues. The remainder of this paper organizes the
discussion as follows. The next immediate section
summarizes the relevant literature. With the context of e-
Healthcare informatics, Section 3 proposes an extended
framework of RBAC with privacy-based extension.
Lastly, Section 4 concludes and future works.

2. Related Work

Today, privacy legislation in the U.S. (e.g., the HIPAA
legislation) and in Canada (e.g., Bill C-6, Personal Health
Information Protection Act) and strong industry standards
adoption (1SO 17799) has led to heightened awareness of



privacy issues in e-Healthcare informatics. In the U.S., the
Privacy Act of 1974 [10] requires that federal agencies
grant individuals access to their identifiable records that
are maintained by the agency, ensure that existing
information is accurate and timely, and limit the collection
of unnecessary information and the disclosure of
identifiable information to third parties. In particular, the
principle of information privacy and disposition requires
that: All persons have a fundamental right to privacy, and
hence to have control over the collection, storage, access,
communication, manipulation and disposition of data
about themselves [11]. Under the HIPAA privacy rules,
protected health information (PHI) includes individually
identifiable health information related to past, present, and
future physical and mental health conditions, as well as the
past, present, and future payment for the provisions of
healthcare to an individual. HIPAA provided a set of
standard policies that the healthcare providers have to
exercise in order to protect a patient’s privacy. In
particular, privacy and confidentiality of information are
closely related to security of e-Healthcare information use
and distribution. Privacy technologies have been
researched for a period of time [12]. However, there is still
no standardized technology proposed yet.

In the e-Healthcare services context, security is only a
matter of diligence in applying available tools to safeguard
against potential risks. Today, many useful tools such as
the ISO/IEC 17799 standard are available to formulate of
a sound security framework. The International
Organization for Standardization (ISO) and the
International Electrotechnical Commission (IEC) stipulate
the characteristics of specialized systems for worldwide
standardization. The 1SO 17799 standard was published to
provide an international framework for information
security. The standard was not developed specifically for
the healthcare industry; rather the scope of the document
ensures cross-sector applications. Ten key areas that
encompass a sound security framework are identified in
the ISO 17799 standard with each section providing
explicitly detailed protocols that meet the security
associated with that area.

On the other hand, the family of Role-based Access
Control (RBAC) developed by Sandhu et al. is commonly
called the RBAC96 model [13, 14]. The RBAC96 model
focuses on security control using roles and organizations.
RBAC96 presents a conceptual model to describe different
approaches such as base model, role hierarchies, constraint
model and consolidated model. In particular, the National
Institute of Standards and Technology (NIST) conducted
market analysis for identifying RBAC features into two
layouts: The RBAC Reference Model and the RBAC
Functional Specification [15]. The RBAC Reference
Model describes a common vocabulary of RBAC element
sets and relations for specifying requirements and the
scope of the RBAC features included in the standard. The

RBAC  Functional  Specification  describes  the
requirements of administrative operations for creating and
managing RBAC element sets and relations, and system
functions for creating and managing RBAC attributes on
user sessions and making access control decisions. In
particular, the proposed RBAC model with privacy-based
extension in next section is based on the core RBAC
model discussed in [4]. Amidst other challenges, the most
pressing privacy concerns that have observed for e-
Healthcare informatics include: (1) the acquisition,
storage, and processing of e-Healthcare data; (2) the
consent to processing and disclosure of e-Healthcare data;
and (3) the rights of the data subject (typically a patient for
whom the data is being collected) to access and rectify his
or her own health dataset [2]. Recently, Reid et al. present
a RBAC for protecting privacy in distributed health care
information systems with the concept of consent. In
particular, the RBAC formulates the access control
expressions as general denial with explicit consent [16].
Overall there is no concrete framework of RBAC with
privacy-based extensions.

3. Propose the Role Based Access Control
(RBAC) Model with Privacy-based
Extensions

Traditional healthcare datasets housed within hospitals
are mainly governed by a set of privacy regulations that
determine the aim and scope of the registration, the type of
data, the rights of data subjects, as well as access rights
[17]. Access to e-Healthcare data should be just as
securely protected. Yet, recent developments in e-
Healthcare services will only deepen the conflict between
individual privacy concerns and the pressure for health
informatics from non-medical institutions (e.g., insurance
companies) unless a rigorous security and privacy policy
framework is developed [18]. For illustration, Figure 1
shows an e-Healthcare database application example
involving three entities: Web Services Application, Web
Service, and e-Healthcare Database. The Web services
application can be any healthcare application at a health
institute that is connected to a Web services at another
health institute over the Internet. You can assume that the
Web service is used as an interface to receive the request
(e.g., retrieve/store health care data) from the application
and then communicate with the e-Healthcare database at
the backend (e.g., read/write data). Once the request is
completed, the Web service returns a result (e.g.,
acknowledgement or health data) to the application.

Aside from the many reasons we have discussed,
another reason security issues have to be studied and
tackled seriously in e-Healthcare services is that the
systemic use of protected health information (PHI) poses
additional potential threats to the security, privacy, and
confidentiality of e-patient information. For example, one



published survey reported that in the U.S., some people do
not file insurance claims or see health service providers
for fear that disclosure of their health information may
hurt their job prospects or ability to obtain insurance
coverage [18]. Note that a user can also belong to both the
primary and the secondary user groups that may cause
conflicts, for instance, a doctor can be a health service
provider and an e-Healthcare informatics researcher.
Additionally, of course, a patient may also be a doctor. As
this section of the discussion focuses primarily on
secondary e-Healthcare users, the term “users” refers
specifically to secondary users unless explicitly specified
otherwise.
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Figure 1. An Illustrative E-Healthcare Database
Application Example
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Figure 2. A Privacy Access Control Model

As you can see, the dynamic nature of e-Healthcare
services makes information access control issues
challenging. Thus, it has been proposed to implement
RBAC to control user access to the information (i.e.,
datasets) held in the e-Healthcare services. The core
RBAC is represented as a set of condition of use assertions
in the context of users, roles, organizations, operations and
datasets. In each data custodian, each user is belonging to
an organization (e.g., hospitals) with at least one role (e.g.,
doctors) assigned. The roles can be classified as user roles
or even administrative roles (e.g., security administrators).
Based on the nature of roles, appropriate operations are
assigned to roles for handling different jobs. For example,
a “security administrator” role may be assigned with the
operations of “assign users to roles,” and “assign
permissions to roles.” Figure 2 presents an extended
framework of core RBAC with privacy-based extensions.
When a request arrives at the access control, the core
RBAC is enhanced with the privacy-based extension (e.g.,
purpose, recipient, obligation and retention). Once the
decision is made, either grant or deny the permission to
the subject in according with the request, a set of
obligations and a retention policy is also returned.

4. Conclusions and Future Work

Healthcare information might be considered the most
intimate and personal information systematically collected
and maintained about an individual. In most countries, e-
Healthcare informatics is classified as sensitive
information. This is because electronically stored data
containing sensitive information can be easily and
conveniently  released, and disclosing  sensitive
information to outsiders can cause direct or indirect
damage to an individual. Although security breaches have
occurred in the era of paper records, the potential harm has
been multiplied by electronic databases as information can
now be transferred to a large number of people within
extended boundaries. Imagine now that these various
databases containing sensitive information are to be
integrated and the combined aggregate data provided to a
wide variety of users, including e-Healthcare practitioners,
researchers, lawyers and business and government policy-
makers [1]. It has been demonstrated that the use of a
privacy access control model for e-Healthcare services
will provide building blocks for secure and yet easy-to-
access shared care systems. For example, information
about e-patient medication is crucial for e-medical
practice. Properly implemented medication e-registry
systems are rare today and information is fragmented into
several systems and organizations. E-Healthcare services
will be invaluable both for planning e-patient treatment
and research. The e-Healthcare service is therefore a good
example of next generation client-centered e-Healthcare
services that would be used among shared e-provider
organizations [1].

Traditionally, secrecy provisions have protected privacy
in healthcare. In general, organizational security together
with password-based access control has been considered
sufficient to protect patient data in medical information
systems. This paper presents a framework of core RBAC
with privacy-based extension. Extending RBAC model
with privacy-based extensions by the inclusion of
contextual authorizations increases the expressive power
to define access control policies. Contextual information
available at access time, like user/patient relationship, can
influence the authorization decision that allows a user to
perform a task. This enables a more flexible and precise
authorization policy specification, where permission is
granted or denied according to the right and the need of
the user to carry out a particular job function [19]. With
the e-Healthcare services context, one of our future works
is to investigate an aggregation decision-making layer
interacted with a set of autonomous RBAC models. With
e-Healthcare services, security issues are much more
complex as they involve aggregation of data and how
conflicts of interest between users and the integrated view
could be reconciled. We will look at different types of
aggregation and the secrecy provisions to be enforced



along the content dimension.

Other future works include the realization of our
proposed framework in a prototype to explore any
potential usability and performance issues. In particular,
the mechanisms and tools for managing the interactions
taking place between different layers in the proposed
framework. Privacy enforcement is a critical issue that
needs to be addressed in urgent. While system
interoperation with privacy enforcement using the
ontology-based approach is promising in principle, more
research effort and larger scale deployment are required in
order for us to draw a more conclusive remark.
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