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Abstract Properly managing authenticity and trust in a distributed
network is anything but trivial. Most approaches are based
In large open networks, handling trust and authenticity ad- on a corresponding formal model. There is a general dis-
equately is an important prerequisite for security. In a dis- tinction betweercentralizedanddecentralizednodels. In
tributed approach, all network users are allowed to issue the former case, the responsibility of issuing various forms
various types of credentials, e.g. certificates, recommenda-of credential$ is taken over by a central authority. One can
tions, revocations, ratings, etc. This paper proposes such athink of a credential as a digitally signed statement or at-
distributed approach, in which the evaluation of trust and testation about what another user is or does. A centralized
authenticity is based on so-called credential networks. Themodel usually requires all network users to fully trust the
corresponding formal model includes many existing trust central authority, whereas in a decentralized model, every
models as special caseés. user is also a potential issuer of such credentials. A given
set of credentials, possibly issued by many different users,
forms a so-calle@redential network Note that centralized
1. Introduction models can be regarded as special cases of decentralized
ones.

In the modern information society, large open and dis- This paper proposes credential networks as a new model
tributed networks become more and more important. Thefor distributed authenticity and trust management. It is
internet itself is such a network, and many internet appli- Pased on six different basic types of credentials. Wagght
cations such as electronic mailing, peer-to-peer file sharing,0f @ credential is a numerical value assigned by the issuer
internet phoning, online auctions, online games, etc. form O €xpress various levels of confidence. The goal is to use
corresponding sub-networks. From the perspective of a sin-credential networks for a qualitative and quantitative evalu-
gle user, a common security problem of such networks is _ation of trust an_d authenticity. As_ we will see, many exist-
the fact that most or all other users of the network are un-ing models are included as special cases. For the underly-

known. Communicating with an unknown us€rbringsup N9 mathematical framework, we propose to use the theory
(at least) two crucial questions: of probabilistic argumentatiori21, 23], which is a unified

. ) ) theory of logical and probabilistic reasoning. A short intro-
(1) Whatis the real identity ok'? Is he/she the one he/she  qyction to probabilistic argumentation is given in Subsec-
claims to be? tion 1.2.

(2) How reliable isX? Is it secure to use the service he/she
offers? 1.1. Related Work

The first question concerns thethenticityof the available

information aboutX’s identity, whereas the second ques- The origin of the approach proposed in this paper is the so-
tion is about whether or noX is a trustworthy service  calledweb of trustmodel introduced by PGP, a popular ap-
provider. In other words, (1) is about what is, whereas  plication for email security [43]. PGP organizes public keys

(2) is about whatX does - ) ) )
2Credentialsare the central formal concepts of this paper. It is a generic
1Research supported by the Swiss National Science Foundation,term used for certificates, recommendations, revocations, discredits, and
Project No. PP002-102652/1. ratings. Precise definitions will be given in Section 2.




and corresponding certificates in lo&al rings The owner  1.2. Probabilistic Argumentation

of the key ring obtains a web of trust by assigning trust val-

ues to all certificate issuers. This forms then the basis for aProbabilistic argumentatiois a relatively new theory of au-

qualitative evaluation of the authenticity of the public keys tomated reasoning under uncertainty, in which the concepts

involved. In PGP, the evaluation of a web of trust is based of provability in logic andprobability in probability theory

on three simple rules and produces two possible outcomesare replaced by a more general conceppuafbability of

namely that a key igalid or invalid. It has been shown that provability. This is a sub-additive measure of how much

these constraints are unsatisfactory [20]. Another problema hypothesis or its complement ssipportedby the given

is the restriction to only three trust valuesmpletely trust-  knowledge. Accordingly, we will refer to it as thdegree

worthy, marginally trustworthy anduntrustworthy of supportof a hypothesis. Formally, one can also think
of probabilistic weights of sets of arguments (or counter-

The model proposed by Haenni [20, 22] is similar to the arguments) which, if assumed to be true, logically entail the
PGP web of trust, but with a continuous range of possi- hypothesis. It can be shown that this approach unifies the
ble trust values betweed (no trust) andl (full trust), it classical fields of logical and probabilistic reasoning [21].
offers a better flexibility. These values are interpreted as  The ingredients of probabilistic argumentation are a for-
probabilities (of reliability), i.e. the evaluation turns out to Mal languageCy over a set of variable® and a fully spec-
be a problem of probabilistic reasoning. This model also ified probability distributionP (1) over a subset of vari-
proposes a genera| form kéy revocationswhich are un- ablesiW C V. The elements ofV are callecprobabilistic
derstood as negative certificates. As a consequence, it mayariables In this paper, we will only consider the simplest
happen that the key ring contains certificates and revoca-case of a possible formal language, namely the language of
tions for the same public key, which requires a proper con- propositional logic We will therefore consider” and W/
flict management. A possible extension of Haenni's model to be sets of propositions rather than sets of (Boolean) vari-
is the inclusion offecommendationgossibly on different ~ ables. Furthermore, we suppose the available information
levels, but the discussion in [22] is preliminary. Recom- to be encoded by a s&t C Ly of propositional sentences
mendations will therefore not be considered to be part of (clauses). A tupleS = (V, W, P, %) is calledprobabilistic
Haenni’'s model. argumentation systerfiPAS). Note that probabilistic argu-
mentation degenerates into logical reasoning6r=
and into probabilistic reasoning fov = V.

With respect to a hypothesis € Ly, the goal of prob-
abilistic argumentation is twofold. Fromcualitativepoint
of view, it consists of finding respectivargumentsand
counter-argumentfor h. Formally, if Lyy = W U {—z :

x € W} denotes the set of all literals ®F, then an argu-
mentis a setv C Ly of literals for which

Another existing model is the one proposed by Maurer
[30, 32]. With respect to Haenni’s model, it is more general
in two ways. First of all, Maurer's model includes both cer-
tificates and recommendations, the latter on different lev-
els. A recommendation of levélcertifies its recipient to
be trustworthy in giving recommendations of level 1.

In this sense, certificates are interpreted as particular rec

ommendations of levél. The second more general feature AU = h @

of Maurer's model is the possibility to attachcanfidence

parameterwhenever a certificate or recommendation is is- holds, and in which every proposition appears at most once.

sued. In PGP and in Haenni’s mOdEI, certificates are alwaySOne can think of an argument as a collection of assump-

absolute, which corresponds to the particular case in whichtjons that make the hypothesis true in the lightbfin this

a.” Conﬁdence parameters are Seﬂ.tONOte that I\/Iaurer's Sense’ every argumgﬂpportand every Counter_argument

model does not support negative certificates (revocations)yeakenshe hypothesis. Note that counter-arguments are

or negative recommendations (discredits). arguments for-h. The sets of all arguments and counter-
arguments forh are denoted byrgs(h) and Args(—h),

Numerous other trust models and trust metrics have beerrespectively.
proposed [5, 6, 7, 8, 9, 10, 14, 25, 26, 35, 40]. Many of If « is both argument and counter-argumentfpthen it
them focus on recommendations and do not require themis calledconflict Conflicts are inconsistent with respect to
to be digitally signed by the issuer. This is a problematical the given informatiorny, i.e. they reflect impossible states
simplification and opens the door for forgeries and frauds, of the world which have to be excluded. Conflicts can be
but depending on the security requirements of the intendedregarded as arguments for
application, it may be acceptable. The resultmeguta- An argument or conflictx for h is calledminimal, if
tion networksare widely discussed in the areas of electronic there is no shorter argument C « for h. If T is
commerce [15, 27, 29, 31, 33, 41, 42] and peer-to-peer net-an arbitrary set of arguments, theit’ = {a € T :
works [1, 2, 17, 28, 38, 39]. 3o’ C a,a’ € T} denotes the correspondirrginimal



set With respect toh, the minimal sets of arguments and
counter-arguments are denoted dyys(h) = pArgs(h)
and args(—h) = pArgs(—h), respectively. Similarly,
args(l) = pArgs(L) stands for the the minimal set of
conflicts.

Computing the setargs(h), args(—h), andargs(L)
is the main computational problem of probabilistic argu-
mentation [23]. Efficient approximation algorithms are ob-

dsp(h) = dps(h) implies minimal ignorance, a situation in
which probabilistic argumentation degenerates into classi-
cal probabilistic reasoning. The proper distinction between
uncertainty and ignorance is one of the most appealing char
acteristics of probabilistic argumentation.

For the problem of computing probabilities of DNFs,
we will assume that the probability distributidd(17) is
given by a sefll = {p(z) : = € W} of independent

tained by focussing the search on the most relevant argumarginal probabilities. The so-calldédclusion-exclusion

ments [18]. It is also possible to define convenianytime
algorithmswhich, upon interruption, return an approximate
solution [19]. In Subsection 4.3, we will present a simple

formulaprovides then a mathematically sound but very in-
efficient solution. More sophisticated methods are known
in the domains ofeliability theory[3, 4, 24] andknowledge

special purpose algorithm designed for the specific problemcompilation[12]. For further information on this we refer

addressed in this paper.
From aquantitative point of view, the goal of proba-

to the corresponding literature, in particular to Darwiche’s
d-DNNF compiler [11], which we consider the state-of-the-

bilistic argumentation is to measure the strength of a givenart in the field.

set of arguments on the basis of the probability distribution
P(W). The idea is to consider the conditional probability
that at least one argument fhris true under the condition
that none of the conflicts is true. If we think of the sets
args(h) andargs(L) as DNFs (disjunctive normal forms),
thenargs(h) is a logical representation of the event that at
least one argument is true, whereasrgs(L) represents
the condition that conflicts are impossible. This allows us
to definedegree of suppomf 1 as

dsp(h) = P(args(h) | —~args(L))

_ P(args(h)) — P(args(L) .

B 1— P(args(L) )

For a more detailed derivation of the above formula we refer
to [23]. Degrees of support apobabilities of provability
[34, 37], i.e. ordinary probabilities of a particular kind of

1.3. Goals and Overview

The goal of this paper is to define a general model for dis-
tributed trust and authenticity management. The key con-
cepts are the notions ofedentialsandcredential networks
Section 2 is devoted to the former and Section 3 to the latter.
In Subsection 3.1, we will see that many existing models
(PGP’s web of trust, Haenni’s model, Maurer’s model, rep-
utation networks, etc.) are included as special cases. How
to evaluate credential networks with the aid of probabilistic
argumentation is the subject of Section 4. The paper ends
with some concluding remarks in Section 5.

2. Credentials

3. It forms anon-monotonend non-additivemeasure of
uncertainty and ignorance [21].

A second way of judging the hypothegdigjuantitatively
is to look at the conditional probability that no counter-

argument is true under the condition that none of the con-

flicts of X is true. This is a quantitative measure of how
possibleh is. Accordingly, we definelegree of possibility
of h as

dps(h)

P(-args(=h)|-args(L))

_1- P(args(—h))
1— P(args(L))

®)

=1—dsp(—h).

This definition impliesdsp(h) < dps(h) forall h € Ly
andX C Ly. Often, it is useful to interpret the difference
between the two valuesips(h) — dsp(h), as thedegree
of ignoranceinvolved in the judgment ofi. The particu-
lar case ofdsp(h) = 0 anddps(h) = 1 represents thus
a situation of total ignorance with respect 9 whereas

the particular view of a persoX, a user of a distributed
network. Leti/ denote the set of other network users in
which X is interested in. Withi/g = U U {Xo} we
denote the respective set of users that includigsNote that

U, is often a small subset of all users in the network. As we
will see in Section 3, the elements b, will correspond to
the nodes of theredential networlowned byX,. We will
thus refer taX, as theownerof the network.

SupposeX, wants to use a service offered by another
network usefy” € U. As noted before, the problem is that
userY may be unknown td,. In other words X, may not
know whetherY is a trustworthy service provider or not.
Moreover, X, cannot even be sure if the available informa-
tion aboutY’s identity is authentic. To formally describe
Xo's view onY’, we will use two proposition'rusty and
Auty that are either true or false. Intuitively, the meaning
of Trusty is thatY is trustworthy, whereagluty means
that the available information abolits identity is authentic
(more precise definitions will be given in the following sub-



section). The problem then is to judge whether the proposi-meaning of the propositiofi'rusty. Intuitively, it states

tionsTrusty and Auty are true or false. thatY behaves in a reliable way, but since there are many
If we assume thal” € U/ is unknown toXy, then there  different thingsY” can or may do (offer a service, issue var-
is no direct or explicit way of proving'rusty or Auty to ious types of credentials, etc.), it may be possible tat

be true or false. The judgment of, must therefore rely is reliable in doing one thing but not the other. To take
upon statements aboklits trustworthiness and authenticity this into account, Maurer distinguishes different proposi-
issued by third parties, i.e. by other uséfs= U \ {Y'} of tions Trust{- [32]. A more complete attempt to classify
the network. Examples of statements issued by such a usevarious forms of trust has been proposed in [16, 27]. In
X are: 1 am 90% sure that” is trustworthy, “ | know that this paper, we will make the assumption tHatusty is a
Y is not the one she/he claims to’b&in a scale between O general proposition about anything may do. Again, we
and 10, | would rat&”’s trustworthiness with 7 and so on. supposd rustx, to be implicitly true for the owneX.
We will make a general distinction between two clasges In addition to the two classes and T, we make a fur-
andA of credentials, depending on whether it is a statementther distinction between three differesigns+, —, and+
about the trustworthiness or the authenticity of the recipient. for positive negative andmixedcredentials, respectivefy.
Intuitively, the idea here is that the issuer of a credential
2.1. Various Types of Credentials may either want to make a positive or a negative statement
about the trustworthiness and authenticity of another net-
work user. A mixed statement can be regarded as a com-
bined rating. The meaning of these signs will be further
discussed in the following subsections. In total, we will
distinguish six different credential types, as shown by the
following table:

Statements like the ones mentioned above are calied
dentials In Section 3, we will suppose the owndf, to
possess a s&t of credentials, on which the evaluation of
the propositiong'rusty and Auty will be based. A cre-
dential is always issued by a usEre Uy, theissuer and

concerns another us&r € U, therecipient Our conven- Class
tion is to denoteA-credentials issued by for Y by A A T
andT-credentials byl,-. Note that the owneX, may as
well issue and receive credentials, and we do also not pre- + Certificate Recommendatior
vent any usetX € U, to issue self-credentiald y , or Sign | — Revocation Discredit
Tex . . L + | Authenticity Rating|  Trust Rating

In this paper, we will always assume that issuing a cre-

dential means to digitally sign its contents. Note that the use
of digital signatures is an important security requirement. . - :
Othe%wise,gfor example by isguing credentiz;/Is ir? the name 9entialCxy, by assigning a valug < [0, 1], to specify the
of another user, faking credentials or tampering in generalwe'ghmf the credgnt|alm =0 and_w =1 are the two ex
would be an easy task. The need of digital signatures itself'éMe cases of minimal and ”_‘ax'ma' weight, respectively.
requires every network use¥ € o, to possess a digital Formally, we can therefore define a credentias a 5-tuple
key pair consisting of a private kel £ and a public key
K¥£*. The private key is used to generate a digital signa-
ture S, whereas the verification ¢f is done with the aid of  with
the corresponding public key. Of course, private and public
keys may also be used to ensure confidentiality of any net- class € {T,A},
work communication between two users using public-key sign € {+,—, £},
en-/decryption.

In such a framework, the propositiofuty, i.e. to say
that userY is authentic, gets a more precise meaning,

. : b : o
namely that a certain public kely;* belongs to a certain 14 gistinguish between the two classes, and to make the

userY € U, [32]. Accordingly, one can think of aA- formal notation more compact, our convention is to denote
credential as a statement about such a binding between a_sredentials by

public key and a user, and one should rather speak about

the authenticity of a public key instead of the authenticity of Af;ifjjﬁjﬁgﬂiwm = (A, sign, issuer, recipient, weight)

the corresponding user. Implicitly, we assume the owner’s

own pubIlC key to be authentic, i.e. the prOpOSItLQntXU In Jgsang’s opinion-based trust moc_ie_l [25]_, the three credential signs
is al t correspond to the three edges of the opinion triangle. For reasons of sim-
IS always true. plicity, we will not consider credentials that correspond to general opinions

At this point, we also need to state more precisely the in this paper. Note that this is not a conceptual limitation of our approach.

Another feature of our model allows the issuérof a cre-

C = (class, sign, issuer, recipient, weight)

issuer, recipient € Uy,
weight € [0, 1].




andT-credentials by

sign,weight _

isancrrceipient = (T, 8ign, issuer, recipient, weight).

This means thatt 13:° = (A, +, X, Y, 0.8) is an example of
a positiveA-credential (certificate) of weiglit.8, whereas
TET = (T,+,X,Y,0.7) is a mixedT-credential (trust
rating) of weight0.7. Both of them are issued h¥ and
concern the same recipievit

Corresponding sets &- and T-credentials will be de-
noted by.A and 7, respectively. Furthermore, we will use
A+, A, and AT to denote sets of positive, negative, and
mixed A-credentials, respectively, arfi*, 7—, and 7+
for sets ofT-credentials. IfC is an arbitrary set of creden-
tials, then this notational convention allows us to write

C=AUT=AtvA UATUTtUT UT™*

for the decomposition of into corresponding subsets. In
the following subsections, we will discuss the respective
meaning of the elements of these subsets more closely.

2.2. Certificates and Recommendations

Elements ofA™, i.e. positiveA-credentials, are callecker-
tificates If X issues a certificatd ;7 of weightr for recip-
ientY’, it means tha acts as a guarantor for the authentic-
ity of Y’s public key. The numerical parameterexpresses
X’s personal confidence in issuing a certificate Yor A
certificate A%, of maximal weightr = 1 is calledabso-
lute. Note that issuing a certificat¢}). of minimal weight

m = 0 is like issuing no certificate at all.

The logic behind certificates is analogue to Maurer’s
model [32]. LetA¥, be a proposition that stands for the
event that the certificatd {7 holds. Becaus& may only
be partially confident im%,., one can think of it as a ran-
dom event with a given prior probability(A%,) = 7. In
order to useA}’{, to logically proveAuty, it is necessary
that Aut x, Trustx, andA}Y all happen to be true at the
same time. In the same way as in Maurer’s model [32], we
can thus translatd 5. into the following logical statement:

4

In a similar way, we call positiv&-credentialsecommen-
dations An element of7(y” € T+ represents thu's
opinion thatY” is trustworthy. Againg = 1 means that the
recommendation is absolute, whereas 0 implies thatX
has no opinion at all, which is equivalent to not issuing a
recommendation.

Let T}, be the proposition representing the event that
a given recommendatiofi; holds. The uncertainty in-
volved is again expressed YT+, ) = m. The logic be-

Autx AN Trustx A A}Y — Auty.

trustworthiness ot it is necessary thatlut x, Trustx,
andTy, are all true:

Autx N Trustx A T;Y — Trusty. (5)

So far, our model conforms to Maurer's model, except that
only one level of trust and recommendations is considered
here. Note that this restriction is not a conceptual limitation,
but it helps to keep things reasonably simple.

2.3. Revocations and Discredits

With respect to trustworthiness and authenticity, the evi-
dence provided by certificates and recommendations is al-
ways positive. We will now consider the casensgative
evidence in the form ofevocationsand discredits Intu-
itively, a revocation is a signed statement that somebody’s
public key isnot authentic. In the literature, it is usually
supposed that revocations are either issued by a central au-
thority or by the owner of a key, e.g. in the case of a lost or
compromised private key, but here we let all network users
be potential issuers of revocations. Another different view
is to suppose revocations to work on certificates [36], but
here they will always refer directly to the authenticity of a
public key.

Formally, a revocation issued h¥ for Y is a nega-
tive A-credentialA{. € .A~. Because revocations can be
regarded as negative certificates, we use the propositional
symbolA’, for the event that the revocation holds. Again,
we interpret the weightr as a probabilityp(Ay, ) = 7,
and the logic consists of an inference rule in whitht x,
Trustx, andAy, imply that Auty is false:

Autx NTrustx N Ay, — —Auty. (6)

In a similar way, one can think of a statement that some-
body is untrustworthy. Such a negative recommendation
Tyy € 7T~ is calleddiscredit and we use the proposi-
tional symbolTY, to denote the event that the discredit
holds with probabilityp(T%,-) = . The logic behind dis-
credits is analogue to revocations, i.eAfitx, Trusty,
andT, are all true, then it follows thafrusty is false:

)

In the literature, negative evidence has not yet been studied
in depth. Maurer's model does not enable negative evidence
at all [32]. Revocations have been proposed by Haenni [22],
but discredits seem to be a relatively new concept.

Autx N Trustx ATy, — —Trusty.

2.4. Ratings

Another relatively new concept in the context of public keys

hind recommendations is similar as above, i.e. to prove theareratings Again, depending on what it is related to, we



need to distinguish betweeauthenticity ratingsand trust In the following, for a pair of userX,Y € Uqy, we will
ratings respectively. The idea is that the issuer of a trust rat- restrict each setl and7 to include at most one credential
ing, for example, may want to rate somebody’s trustworthi- Ay, € AandTy, € 7, respectively. Note that this does
ness on a continuous scale withly trustworthyandcom- not exclude cases in which both sedsand 7 include a
pletely untrustworthyat the two extreme ends. Here, the credential between the issu&r and the recipient”. In
weight specified by the issuer will therefore play the role of other words, X may issue at most on&-credential forY’,
adegree of trustworthineg®f the recipient), rather than a but at the same timeX may also issue (at most) orfie
confidence value (of the issuer). In practice, trust ratings arecredential fory".

probably more useful than authenticity ratings, but we will

consider both types. 3.1. Examples
In the context of this paper, an authenticity rating issued
by X for recipientY is amixedA-credentialA§§ € A* We will give now two examples of simple credential

of weight7. The corresponding uncertain event is again networks. The networks are depicted in Fig. 1 and 2
denoted byAL, with p(AL, ) = 7 andp(-AZ, ) = 1—7. as weighted, directed and (possibly) cyclic multigraphs
Under the condition that botAut y andTrustx are true,  (i.e. multiple edges between nodes are permitted). Our no-
the idea is that%, implies Auty and vice versa: tational convention is the following:

Autx AN Trustx — (Af(y — Auty) (8) 1. Every circled node denotes a user. The owner is indi-

cated by a double circle.
A different but logically equivalent form to write this rule is

to split it on two separate lines, namely by 2. An arrow fromX to Y denotes a credential issued by

userX for userY. Solid arrows aré\-credentials (cer-
Autx A Trustx A Af(y — Auty, tificates, revocations, authenticity ratings), whereas
dotted arrows denofE-credentials (recommendations,

+
Autx NTrustx A=Axy — ~Auty. discredits, trust ratings).

This is like combining a certificate and a revocation, linked 3. The sign and number attached to an arrow indicate the
by the same propositional symbol. This is why ratings are sign and the weight of the credential.

calledmixedcredentials. _ _ _ .
In an analogue way, trust ratings are mixedredentials ExaMPLE 3.1 The first credential network is depicted

TET € T+ of weightrr. If TE, with p(TE, ) = = denotes in Fig.1. It consists of five users, six certificates, and
the corresponding random event, then three recommendations, i.e. its evidence is purely posi-
tive. Formally, we can describe the network as a tuple

Autx A Trustx — (Txy < Trusty) 9) N = (U, Xo, A, T) with:

describes the logic of trust ratings. In the literature, ratings ~ Uo = {4, B,C, D, E},
are often used to build up reputation networks [42], but most Xo=A
authors do not require them to be digitally signed. We have ’
0.8 0.8 0.6 0.7 0.5 0.9
already pointed out that this is a serious security risk. A= {A%3 »Aj&c ,AEC  ALD 7AED ADE S
. . 4
T = {TAJZBO 6’ TAJrc? S’TBJFL()) :

3. Credential Networks _ -
The solid arrow from nodél to nodeB represents a certifi-

In the previous section, we have proposed six different typesCate of weighD.8 issued by useﬂl for recipient 3. S!m|-
of credentials. Suppose now that the users of a distributedlarl.)” the dptted arrow fror to B3 is a recommendation of
network issue such credentials whenever possible. For the"ve'ghto'6 issued by for B, and so on.
distribution of these credentials, they may either put them
on respective servers or exchange them individually (e.g. by
email attachments). In this way, we suppé&gto collect a
setC = AU T of credentials concerning a sét, of users.

Note thatC may include credentials that have been issued Uy = {A,B,C, D, E}

ExaMPLE 3.2 The second example is similar to the first
one, but it it also includes negative and mixed credentials.
It is depicted in Fig. 2 and is formally described by

by Xo.
In such a context, theredential network\" owned by Xo=A
userXy is defined as a 4-tuple A= {Aj%g,AZE%S,A§%7,A$%S7Ag%9,Ag%9},

N = (Uo, Xo, A, T). T = {5 Tie"™ Toe ™ Tp '}



Figure 1. A network with positive credentials only. Figure 2. A network with positive, negative, and
mixed credentials.

Instead of a certificate, as it was the case in the first exam-

ple, userB is now the issuer of a trust rating of weight

for recipientC. Similarly, B’s certificate forD is now a web of trust is required to specify trust values for all users.
revocation of the same weight7. Another new revocation =~ However, because the possible trust values are restricted

of weight0.9 is the one betwee@ andE. to completely trustworthymarginally trustworthy andun-
trustworthy it's like restricting the possible weights of the
3.2. Existing Models trust ratings to{0, %, 1}. A set of such trust ratings for all
1
users inl is denoted byT)i{L?’f’l}. If we do not consider

From the perspective of credential networks, let us now dis- revocations to be part of the PGP model (PGP allows only
cuss the relation to existing models. Maurer's model allows Se|f-revocati0ns), then we get the f0||owing particu]ar kind
certificates and recommendations with corresponding con-qf credential network:

fidence values, but no negative or mixed statements [32]. Crois
If we neglect Maurer's distinction between different trust Npap = (L{O,XO,A+1,TXO{M’§’ })

levels (see remark in Subsection 2.2), we get credential net-
works of the following form: In a centralized model, it is assumed that (at least) one net-

work userX ¢, is a fully trustworthycertificate authority
Miaurer = Uo, Xo, AT, TT). All certificates are absolute, and with one exception they are
all issued byXca. The one that is not issued by is a
certificate issued byX, for Xca. LetUdca = UoU{Xca}
be the extended set of users that includes a certificate au-
thority Xca. If A};EA denotes a set of absolute certificates
all issued byX ¢4, then a centralized model is a credential
network with the following characteristics:

In Haenni's model [22], all certificates are absolute. Fur-
thermore, the ownek is required to specify explicit trust
values for all users in the network. This is like requiring the
owner to issue trust ratings for all users. Ijgfou denote
such a set of trust ratings issued By, i.e. one for each
userX € U. If we consider (absolute) revocations to be
Egrr:eosfpl—éizr;rllos model, but not recommendations, then thlsNCentralizedl _ (UCA;XO7A}1CAU {AEXCA}’ {TXt)IXCA})-

N, = (Uy, Xo, ATTUA"Y, TE In reputation networks, aI_I the statem_e_nts are ratings, but

Haenni = (Uo, Xo Xou) they are usually not required to be digitally signed. Fur-

The situation in a PGP web of trust is similar to Haenni’s thermore, the focus is on trust only. In the terminology of
model. All certificates are absolute, and the owner of the credential networks, this is like assuming all public keys to



be authentic, which corresponds to a situation in whigh in Fig. 1, from which we obtain:
issues absolute certificates for all uséfse . If A}iu

denotes such a set of absolute certificates issuégbthen Aut 4
. N Trusta
NReputation—Networks = (u07 Xo, 'A}_(OL{’ T ) Aut g N Trusta N A—A_B — Autp

Aut o AN Trust 4 A AXC — Autc
Autp N Trustg A AEC — Aute
Y=< Autg ANTrustg A AED — Autp
Autc AN Truste A AgD — Autp
Autp AN Trustp A AEE — Autpg

forms a reputation network.

4. Evaluation

For a given credential network, the question that arises now

) : . : +
is how to evaluate it. On the basis of the evidence encoded Aut g NTrusta NTyp — Trustp
in the network, and with respect to a particular ukee 2/, Aut g N Trusta ANTh, — Trusto
the primary goal is to quantitatively judge Autp AN Trustg A TgD — Trustp
(1) the authenticity (of a given public key) of and The propositions involved ardutx and Trustx for all

+ i + +
usersX € Uo, Ayy .for all certificatesAyy € A, Txy
for all recommendationdyy" € 7, A, for all revoca-

The judgment should return corresponding values on a con-.“o.nS A.X.Y < .A’ and so on. A pr.o.baleI:ty d|s+tr|butE)E’
is implicitly given over the propositiond ., Ty, Ay,

tinuous scale betwedhand1. The owner of the credential ; ; s
. ) . etc., namely by the corresponding marginal probabilities
network may then use this information to decide whethera ~ """ + Z
p(Axy), p(T%y), p(Axy ), etc. As stated before, we as-

puk;_l;]c key or a s;:rwce should pe ?cct:epteld torPhot. dent Fume them to be probabilistically independent. The Béts
e approach we propose is to translate the credential) (1. oo oo qogoag by

network into a probabilistic argumentation system (see Sub-
sectpn_ _1.2), and then to compute degrees of support and 11 — (Aly: AlT e AAU{T,, T e THU
possibility for the hypothesedutx andTrustx. In the _ o _ o
following subsections, we will describe such a translation Axy Ay € AAUTy: Ty € THU
and the subsequent evaluation. The core is a special purpose (AL, ATT c AV U{TE,  TE e T,
algorithm that generates sets of minimal arguments for both
Autx andTrustx for all usersX € U,.

(2) the trustworthiness oX..

V=WU{Autx: X e Up} U{Trustx: X € Up}.

Based on such a probabilistic argumentation systems

4.1. From Credential Networks to Probabilistic (V,W, P, %), we will now evaluate the corresponding cre-
Argumentation Systems dential network for all hypotheseduty and Trustx of
interest.

Consider a credential networX = ( Uy, Xo,.A, 7) owned

by X, and suppose thdt, = {X,, X1,..., X, }istheset ~ 4.2. Qualitative and Quantitative Evaluation

ofallusersand = AUT = {C4,...,Cy} the set of all

credentials involved. To build a corresponding probabilistic A qualitative evaluation of a probabilistic argumentation

argumentation syster§ = (V,W,P,Y), we need to de-  system means finding minimal sets of arguments, counter-

fine the two sets of propositiorié and W, the probability arguments, and conflicts (see Subsection 1.2). In the context

distributionP, and the seE of propositional sentences. of the problem addressed in this paper, it is possible to inter-
From the logical descriptions of the six different creden- pret a minimal argument € args(Autx ), for example, as

tial types, see (4) to (9) in Subsection 2.2 to 2.4, it follows a directed certificate path or chain in the network fraim

that > will essentially consist ofn logical inference rules, to X. Additionally, each nod&” along such a path needs

i.e. one for each credential. Le{C) be the correspond- to be recursively supported by a corresponding recommen-

ing rule for a particular credentidl € C. Becausedut x, dation path fromX, to Y, and so on (see [22] for further
andTrust x, are implicitly true, we have to consider a total details).
number ofm 4 2 propositional sentences: From aquantitative point of view, we are not inter-

ested in arguments themselves, but in corresponding de-
Y = {Autx,, Trustx,} U{y(C): C € C}. (10) grees of support and possibility. These values result from
the weights attached to the credentials involved in the net-
To illustrate this, consider the credential network depicted work. To decide whether a hypothedisustx or Autx is



accepted or not, the owner may define a threshatd|0, 1]
and acceptdut x wheneverdsp(Autx) > A andTrustx The ownerA receives of course maximal support for both
wheneverdsp(Trustx) > A. Note that not accepting a authenticity and trust. On the other hand, the trustworthi-
hypothesis is not necessarily a reason to reject it. For this,ness ofE is completely unsupported, because nobody has
it may be necessary to define another threshold [0, 1], issued a recommendation fér. All other values lie some-
i.e. Autx is rejected fordps(Autx) < n andTrustx for where betwee and1. Supposed’s threshold for accept-
dps(Trustx) < n. If a hypothesis is neither accepted nor ing a hypothesis i3 = 0.8. In this case, onhutz, Autc,
rejected, it means that the available information is insuffi- andTrusts would be accepted. Note thdthas no reason
cient to make a decision, i.e. more credentials are needed. to reject anything, i.e. all other hypotheses should be left
open until more evidence allows a more precise judgment.

ExXAMPLE 4.1 Consider again the example shown in Fig. 1

and suppose that we are interested in the authenticity andeyavpLe 4.2 Now have a look at the second exam-
trustworthiness of useD. It turns out that there are ple shown in Fig. 2. The situation is a bit more com-

three minimal arguments supporting the hypothekisp, plicated, because the sets of counter-arguments and con-

namely flicts are no longer empty. This is as a consequence of
the negative and mixed credentials involved. For example,

+ A+ et
AapBspTap Al Ay, Thy is a counter-argument fodutp. Together
args(Autp) = { AALp T ) with the argument\’ A%, T, for Autp, we obtain a
Al AL AL T T conflict A3 s A App Adp ThpTic
. o In general, if the setargs(Autx) andargs(—Autx)
but there is only one minimal argument fbrust p: are non-empty for som& < U, then conflicts are con-

structed by conjoining corresponding pairs of minimal ar-
guments and counter-arguments. In our example, the com-
Because the example consists of positive evidenceplete setof minimal conflicts is

only, there are no counter-arguments fatutp or

Trustp, i.e. the corresponding Setsrgs(_—\A_utD) = A;BTXBTZCﬁTB%C
args(—~Trustp) = ( are both empty. This is also true At AT A= A T T
for all other users, and it implies that the set of conflicts ABTACTEBDTOD ~AB T AC

args(Trustp) = {AL T, TE, )

. — + At A= AT Tt TE
args(L,%) = is also empty. args(L) = § AdpAicAppAlpTasThe
From a quantitative point of view, we are not inter- Al A AL ACEAL E T s Tac ThD
in arguments themselv in corr ndin - - +
ested in arguments themselves, but in corresponding de At AL AgD Asp A ThTE T,

grees of support and possibility. These values result from
the weights attached to the credentials involved in the net-
work. In our conflict-free example, it follows from (3) that
dps(Autx) = dps(Trustx) = 1forallusersX € U,. So

the only relevant quantity here is degree of support. Note
thatargs(L,Y) = ( impliesp(args(L)) = 0, which al-

The presence of counter-arguments and conflicts has of
course some impact on the quantitative evaluation of trust
and authenticity. In the presence of negative evidence, de-
grees of support and possibility will normally decrease. The
new values for this example are shown in the following ta-

lows us to simplify (2) applied tolut x andTrustx to ble
dsp(Autx) = p(args(Autx)),
dsp(Trustx) = plargs(Trustx)), UserX
_ A B C D E
forall X € Uy. The following table shows the correspond-
ing degrees of support and possibility for all usérso F dsp(Autx) | 1| 0.735] 0.776] 0.251] 0.002
in the network of Fig. 1. dps(Autx) 1|0.919| 0.97 | 0.789| 0.439
User X dsp(Trustx) | 1 | 0.470| 0.811| 0.115 0
11 B C D dps(Trustx) | 1 | 0.783| 0.949 | 0.799 1
dsp(Autx) 1 /0.8 0.858| 0.555| 0.14 .
dos( Aut 11 1 1 1 Suppose the ownet still uses the same threshald= 0.8
ps(Autx) for accepting a hypothesis amd= 0.5 for rejecting a hy-
dsp(Trustx) | 1 1 0.6 0.8 | 0.192| 0 pothesis. In this casBrustc would be accepted andiut g
dps(Trustx) | 1| 1 1 1 1 rejected. All other hypotheses are left open.




4.3. Computing Arguments Ur = {D}, and so on. Furthermore, letgs*(Autx) and
args*(Trustx) for all usersX € U, be (initially empty)

Let us now turn our attention to the computational prob- sets of arguments fofutx andTrust x, respectively.

lem of finding the minimal sets of arguments, counter-  The idea of the algorithm is to incrementally fill up these

arguments, and conflicts. General algorithms are well docu-sets according to the above theorems. The sets are al-

mented in the literature [18, 19], but here the goal is to con- ways kept minimal, i.e. before a new argumenis ac-

struct a special purpose algorithm for the particular type of tually added, the algorithm checks whetheis minimal

probabilistic argumentation system resulting from a creden- with respect to the current set or not.alfis minimal, other

tial network. Due to the space restrictions of this paper, we non-minimal arguments are deleted and a cascade of fur-

will focus the discussion to the conflict-free case of positive ther procedure calls with other new arguments is initiated.

evidence obtained from certificates and recommendations Otherwise, the recursion stops. Note that both procedures

The only problem addressed here is thus the computation ofadd _aut _arg( «, X) andadd _trust _arg( «, X) are

minimal arguments for all hypothesdsit x andTrustx. perfectly symmetric.

The core of the algorithm are the following two theo-

rems. They are simple consequences of the inference rules, procedure add _aut _arg( a, X)

(4) and (5) in Subsection 2.2. In both cases we start from aj , begin

credential network\V" = (.LIO,XO,A, 7) and.assume th.a}t BE if o/ € args*(Auty) such thata’ C a then

N has been translated into a corresponding probabilistic| , args*(Autx) «— p(args*(Autx) U {a})

argumentation systet§ = (V,W,P,X) as described in | for 8 € args*(Trusty) do

6

7

8

9

Subsection 4.1. The first theorem tells us how to generate for Ye U2 do

(not necessarily minimal) arguments faut ., whereas the ‘ add _aut _arg( aUBU {A;r(y}, Y)
logic for generating arguments farrustx follows from end

the second theorem. Analogue theorems exist for negative for YeuT do

and mixed credentials. X

10 | add_trust _arg( aUBU{T}y},Y)
Theorem 4.1. Let A%, € A be a certificate issued by 11 end
user X for recipientY. If a € Args(Autx) and g € 12 end
Args(Trustx), then 13 end

14 end

aUBU{AL,} € Args(Auty).

Theorem 4.2. Let Ty, € T be a recommendation issued
by userX for recipientY. If « € Args(Autx) andf €
Args(Trustx), then

1 procedureadd _trust _arg( «a, X)

2 begin

3 if # o’ € args*(Trustx) suchthata’ C a then

aUBU{TE,} € Args(Trusty). 4 args*(Trustx) «— u(args*(Trustx)U{a})
5 for 5 € args*(Autx) do

With the two inference rules (4) and (5) in mind, the proofs |4
of these theorems are straightforward. To show #fiar- 7
guments are obtained in this way is a bit more difficult. In |g
the purely positive case, however, because (4) and (5) and
therefore all sentences k areHorn clauses, it is possible | |
to prove completeness in the same way as it is usually done
in the literature on abduction, theorem proving, or conse-
guence finding in Horn theories [13]. The space limitation
of this paper does not allow us to give further information

for Yeu# do

| add_aut _arg( aUBU{A}y}Y)
end
for Yeuy do

| add_trust _arg( aUBU{T%y},Y)
n1 end
h2 end
13 end

on this. 14 end

We will now introduce two recursive procedures
add aut arg( «,X) and add_trust _arg( «,X), The recursive computation of the arguments starts by
which compute the minimal sets of argumenitgs( Aut x ) adding the empty argumefit(the one that is always true)
andargs(Trustx) for all usersX € U,. Let u)’? C Uy to both sets for the ownekK,. This reflects the assump-

denote the set of all users in the network for whigh tion that X, is implicitly authentic and trustworthy. The
has issued a certificate, and similadyy C U, for the two initial calls are thereforadd _aut _arg( 0, X,) and
recommendations. In the graph of Fig. 1, for example, add _trust _arg( #, X,), and the main procedure looks
we haveU/} = {B,C}, Ul = {B,C}, U = {C, D}, as follows:



1 procedure compute _args()
2 begin

3 for Xe Uy do

4 args*(Autx) « 0

5 args*(Trustx) « ()
6 end

7 add _aut _arg( 0, Xo)

8 add _trust _arg( 0, Xo)
9 end

Once the computation terminates, we obtain the minimal

sets of argumentsrgs(Autx) andargs(Trustx) for all
usersX € U, in the credential network, as required.

Note again that this algorithm only deals with certifi-

positive evidence, the paper describes an algorithm to com-
pute corresponding sets of arguments, from which degrees
of support are derived in a second step.
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