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Abstract— Economic and social activity is increasingly reflected
in operations on digital objects and network-mediated interac-
tions between digital entities. Trust is a prerequisite for many
of these interactions, particularly if items of value are to be ex-
changed. In this paper the probabilistic model and computational
approaches found in some network reliability models are applied
to modelling computational trust. The result is a new generalized
trust model called the Generic Reliability Trust Model or GRTM
and a new transitive trust metric called Hop-Count Limited
Transitive Trust (HLTT). A conservative approximation heuristic
is defined which leads to more practical algorithm performance.
Results from a JAVA-based implementation, utilizing an XML-
based trust-graph representation and a random power-law trust
graph generator, demonstrate potential for application to large
ad-hoc trust networks.

Keywords: computational trust, network reliability, identity
and trust management, trust technologies, technologies for build-
ing trust.

I. I NTRODUCTION

Human trust is a complex and context sensitive interaction
of risk, value, experience, expectation, uncertainty, social re-
lationships, and individual human qualities [3], [15]. Humans
operating in a physical world use a variety of interpersonal
skills and social arrangements to create and evaluate trust in
others. We have a intuitive notion of what is meant by the word
trust and live in a rich social web that sustains our ability
to trust other people and organizations. This trust enables
us to interact in a range of situations. The role of trust in
human/social systems is to guide and support decisions where
the outcomes depend on the good behaviour of others and
where results cannot be completely controlled [3], [9], [15].
For this paper, trust is defined as follows:

Definition 1.1: Trust is one’s reasonable expectation of a
positive outcome in a situation where there is less than full
control over the actions of the participants.

In a network-mediated virtual world, where interaction is
represented by the exchange of messages between digital
entities, trust is a fundamental challenge; identity is sus-
pect, the exchange medium is suspect, and there is often
no history of interaction or expectation of future interaction
between particular entities [20]. Nevertheless, trust remains
a requirement for maintenance of cooperative social groups
and online economic activity [3]. In the virtual world of the
online auction site eBay, buyers and sellers do not know each
other, with 98.9% of seller-buyer pairs conducting less than
five transactions over a five-month period [19, Section 4]. Yet,
after being created in 1995, by 2002 eBay had 61.7 million

registered users, 638 million listed items, and facilitated $14.9
billion dollars (US) in gross sales [7]. These results were
supported by providing good-enough trust to an effectively
anonymous community of ad-hoc buyers and sellers –

“The key to eBay’s success is trust. Trust between
the buyers and sellers who make up the eBay com-
munity. And trust between the user and eBay, the
company.” – eBay Web Site [8]

Generalized trust reasoning capabilities should enable par-
ties – individuals, corporations, human and software agents –
to operate in more situations in a world of information-based,
network-mediated relationships. Some trust between a larger
set of parties enables an organization to perform its function
with greater scale (interact with more parties) and less friction.
These capabilities could be used by various parties to help
decide with whom and how much information to share. As
well, these decisions could be based on multiple sources of
trust-related information.

Computational trustis formal trust definitions or rules
for representing and evaluating trust-like relationships imple-
mentable in software [15]. This emerging field of research
applies computational models to trust decisions within virtual
environments. For the rest of this paper, the word trust should
be interpreted as computational trust.

The specific focus of this paper is on trust mechanisms
supporting ad-hoc, network-mediated interaction within a large
pool of potential interactors, such as Internet users. In this
application domain, the parties have little direct knowledge
or formal relationships or explicit contracts with each other.
They cannot utilize human trust due to a lack physical (face-
to-face) presence or human relationships. Some trust-related
mechanisms suitable for this domain are available or emerging.
For example, we can authenticate an identity and secure mes-
sage contents through cryptography, evaluate past behaviour
through reputations, and create some expectation of future
interaction through community membership [6], [9], [19].
Many of these solutions are limited or application-specific,
and do not support the more general notion of trust used
for this paper. Validating the identity of another party and
having a secure channel to communicate with that party does
not mean you can trust them, they may be a crook. Online
communities and associated reputations are often isolated,
application-specific domains. Our goal is to define a general
representation of trust between a set of entities and a trust



metric providing a means to evaluate some measure of the
trust between particular entity pairs.

This paper generalizes and extends the seed of the model in
the Maurer Confidence Valuation (MCV) trust metric [17]. The
probabilistic model and computational framework of Network
Reliability is applied to create the Generic Reliability Trust
Model or GRTM. Using the GRTM framework, a new trust
metric is defined: Hop-count Limited Transitive Trust (HLTT).
The potential for application of this new trust model and
metric will be demonstrated through a practical approximation
heuristic for the metric and performance results from a JAVA
implementation.

The remainder of the paper is organized as follows. Section
II presents an abstract trust model and a brief survey of
existing models. Section III presents the new GRTM model
and the HLTT metric. Section IV presents general computa-
tional algorithms for GRTM, an approximation heuristic, and
experimental implementation results. Section VI concludes
with a brief comparison of GRTM/HLTT and the surveyed
models, and suggestions for future research. More details of
this research are presented in [14].

II. A BSTRACT TRUST MODEL

This section presents anabstract trust modelthat identifies
common aspects of trust models. This abstract model describes
important objects and relationships required to represent and
evaluate trust in various situations. Its purpose in this paper
is to provide a conceptual framework motivating new gener-
alized trust models and supporting comparison between some
existing models and the new GRTM model.

Entities are the subject objects of trust relationships. They
are the sources, targets, and intermediaries – people, agents,
software objects, or systems – which are the subjects of, partic-
ipate in, or provide supporting information for trust decisions.
The local or source entityis the entity attempting to reason
about its subjective trust of another entity, called theremote
or target entity. The local entity may use information supplied
by third parties referred to asintermediateor recommender
entities.

A trust value is some measure or quantification assigned
by a local entity to its belief in the trustworthiness of another
entity. A few possible types of trust value include boolean,
confidence, or discrete values such as{no-trust, partial, com-
plete} [2]. The trust value often indicates the expectation of
a successful interaction, through which some desired outcome
will be achieved. Marsh [15] provides an extensive discussion
of trust values. For example, using confidence-based trust
values, high trust is a value from 0.75 to 0.9, and low trust is
from 0 to 0.25.

Trust is subject-matter specific; that Sally trusts Tom with
her lawn mower does not mean she also trusts him with her
car. Another way of expressing this often implied aspect of
trust is found in the following expansion from [4] whereX
stands for the subject-matter:

“A trusts B” is shorthand for “A trusts B about X
under certain conditions.”

Direct trust is some entity’s independent belief in the
trustworthiness of another entity. Direct trust, and trust in
general, is not symmetric; that Sally trusts Bob does not
imply that Bob trusts Sally.Indirect trust is some entity’s
belief about the trustworthiness of another entity which is
derived from the beliefs of other entities. Indirect trust, and
trust generally, is not always transitive; that Sally trusts Bob,
and Bob trusts Tom, does not always imply that Sally trusts
Tom. A recommendationis a statement of direct trust about a
remote entity made by an intermediate entity.Trust evidence
is the direct trust of some set of entities. Atrust situationis
a subset of trust evidence representing some subject-matter.

Trust roots, also calledseeds of trust, are the positive
assumptions about specific entities made by all entities in
some community. The label “authority” is often applied to
an entity that is the subject of a trust root. Models with
formally modelled trust roots can be termedcentralizedand
those without can be termeddistributed. A distributed trust
model can be used to represent a centralized model by having
some direct trust common across all entities.

A trust modelis some definition of entities, trust values,
trust subject-matter, direct trust, indirect trust, and trust roots.
A trust metric within some trust model is a function that
computes a trust value from a trust situation. It defines how
some local entity can utilize trust evidence and indirect trust to
reach a conclusion about the trustworthiness of some remote
entity in a specific situation. Transitivity is the primary means
for deriving indirect trust. The conditions under which transi-
tivity is allowed are a defining aspect of a trust metric. Trust
metrics can be characterized by their underlying theoretical
models.Arithmetic type metricsprocess evidence using simple
arithmetic operations; for example, computing the average
value of input trust values.Chain of Proof (COP) type metrics
perform a boolean validity test using a chain of evidence;
if each link in the chain is valid and correctly linked to
the next, then the chain as a whole is valid. Aprobabilistic
type metricutilizes some probability-based measure, such as
risk or confidence, and processes trust evidence using some
probability-preserving operations.

The subjectivity and scalability of trust are determined by
the specification of some trust model and trust metric. If
the metric does not support any transitivity and there are
no trust roots, then all trust will be strictly localized or
personal, based solely on a local entity’s beliefs. It is for
this reason that indirect trust utilizing so-called “weak ties”
(the bridge individuals through which smaller social clusters
are connected) is so important in social networks. These weak
ties establish connections with other social clusters and enable
wide spread communication in larger social networks [10].

An identity is a label used to refer to an entity. Using this
simple definition, a person’s name is their identity.Identity
trust is some measure of the confidence in the one-to-one
mapping between an entity and a identity; that an entity is who
s/he says that s/he is and that a given identity used by multiple
parties refers to the same entity.Identity authenticationis the
verification of the identity of an entity [9].



A trust mechanismis the combination of a trust model and
metric. A trust systemis some operational trust mechanism
including provisions for handling trust evidence, application
interfaces for obtaining trust metric results, some identity
authentication capability, and may also include mechanisms
for managing trust roots. Table I presents a short list of real
or proposed trust mechanisms, described using the abstract
trust model framework.

III. G ENERIC RELIABILITY TRUST MODEL

Reliability theory is the study of the performance of a sys-
tem of failure-prone elements. Network reliability is concerned
with the reliability of computer communications networks,
specifically the ability of a network to carry out a desired
operation [5]. The following network reliability definitions are
taken from [5].

A probabilistic directed graphG = (V (G), E(G)) consists
of a vertex setV (G) and the set of arcsE(G) where each arc
in E(G) corresponds to an ordered pair of vertices fromV (G).
It is assumed that each arce has an associated probabilitype

of being operational. Astate of G is a subsetS ⊆ E(G),
interpreted to mean that all arcs inS are operational and all
arcs in E − S have failed. So a stateS corresponds to the
subgraphGS of G given byV (GS) = V (G) andE(GS) = S.

To describe a specific reliability model it is necessary
to provide rules, here calledoperational criteria, for distin-
guishing between operational and non-operational states. For
example, given a directed graphG, a directed pathof length
k is composed of an alternating sequence of vertices and
arcs of the formv0, e1 = (v0, v1), v1, e2 = (v1, v2), . . . , vk−1,
ek = (vk−1, vk), vk. An s, t-path is a directed path which
starts withs and ends witht. Vertexs is connected tot if there
is an s, t-path in G. For a directeds, t-reliability model, the
network is defined to be operational if and only if there is an
operationals, t-path in the network. Some possible definitions
of operational are given in Table III [21].

TABLE II

TRADITIONAL NETWORK RELIABILITY OPERATIONAL CRITERIA

Reliability Measure Operational Criteria on stateS
Two-terminal there exists ans, t-path inGS

Source-to-K-terminal ∀t ∈ K ⊆ V (G), there exists ans, t-
path inGS

Source-to-all-terminal ∀t ∈ V (G) − s, there exists ans, t-
path inGS

The reliability of a network G, denotedRel(G), is the
probability of obtaining an operational state. Assuming that arc
failures are independent,Rel(G) can be defined using state-
space enumeration as follows [5, p. 9]:

Rel(G) =
∑

S⊆E(G);
S is operational

∏

e∈S

pe ·
∏
e∈

E(G)−S

(1− pe), (1)

wherepe is the probability that

that the edgee is operational.

A generic reliability problemis to determine the probability
of having an operational state given a probabilistic directed
graph G and the operational criteria. If every superset of a
operational state is operational, then the system iscoherent. A
useful property of all of the operational criteria to be defined
in this paper is that the operational states are coherent. In
general, letOP (G) denote the set of all operational states
for some network reliability model. Aminimal operational
state of a coherent systemis a stateS ∈ OP (G) where for all
a ∈ S, S − {a} 6∈ OP (G). For coherent systems, there exist
exact algorithms for the reliability problem which need only
consider minimal operational states [5, p. 11].

The remainder of this section defines the Generic Reliability
Trust Model as a generalized reliability problem. Atrust graph
is a labeled directed multigraphG = (V (G), E(G)), with the
vertex setV (G) representing entities and the set of arcsE
consisting of ordered pairs of vertices(u, v) representingu’s
trust in v. Each arce = (u, v) is labeled with atrust labelof
the form< l, c > where,

l ≥ 0 is an integer representing a level for the trust

where the specific meaning is defined by

a particular trust metric, but

for any given levell, trust graphs can have at

most one arc (u,v) labelled withl, and

c is a confidence value,c ∈ [0, 1].

In a trust graphG, for each arce in E(G), the values of the
associated label< l, c > can be referenced asle and ce and
the arc’s operational probability ispe = ce. The level value
generally represents an assessment of the competence of the
entity to act as an intermediary; the specific meaning is defined
by a metric. The confidence valuece is the probability of
a successful outcome from an interaction between entitiesu
andv at trust levelle as determined byu; this representsu’s
confidence inv and it is assumed that it is independent of
any other confidence. It is assumed thatG relates to a single
subject-matter.

A generic reliability trust metricis a function which gives a
trust value as the probability of obtaining an operational state.
Computing the trust metric is a reliability problem; that is

Trust(G) = Rel(G).

Concrete members of this family of trust metrics are defined
by specifying operational criteria associated with a general
reliability problem. This process is demonstrated in the next
section by the definition of a new metric within this frame-
work.

A. Hop-Count Limited Transitive Trust (HLTT)

Hop-Count Limited Transitive Trust (HLTT) is a new trust
metric that fits into the framework of a generic reliability trust
metric. For a trust graphG and arce = (s, t) in E(G), the
trust level valuele specifies the maximums, t-path length
representing some trust froms to t. In addition, the trust graphs
are restricted to be digraphs.



TABLE I

SURVEY OF TRUST MECHANISMS

Trust
Mechanism

Metric Type Subject-matter Evidence Direct Trust Indirect Trust Trust Roots

X.509 PKI [12] COP public key
authentication

digital certificates local storage
of trusted
certificates

certificate signed
by CA

Certificate Au-
thority (CA)

PGP [23] COP public key
authentication

digital certificates local certificate
key ring

certificate signed
by ”introducer”

application-
specific

Trust Manage-
ment [16]

COP and pol-
icy evaluation

access control digital certificates
and application-
specific policy
rules

local policies signed certificate
(credential)

application-
specific

Distributed
Trust [1]

arithmetic categories statements local database of
statements

recommendation
protocol

application-
specific

Network Flow
Trust Metric
[13]

Network-flow
calculation
to test for
chain-of-proof
sufficiency

public key
authentication

digital certificates local certificate signed certificate application-
specific

Bayesian
Network-Based
Trust Model
(BNTM) [22]

arithmetic generalized,
subject-matter
adaption using
local Bayesian
network

transaction
history
(satisfaction
counters)

local satisfaction
counters and
Bayesian network

recommendations
obtained by
satisfaction query

application-
specific

Maurer
Confidence
Valuation [17]

probabilistic public key
authentication
(a generalized
model of a
chain-of-proof
system)

statements repre-
senting assertions
about certificates

local certificate signed certificate
is a recommenda-
tion

application-
specific

GRTM + HLTT
(Section III)

probabilistic generalized statements repre-
sented as labeled
arcs in a graph

local statement remote statement application-
specific

Definition 3.1: Given a trust graphG and verticess and
t, an HL-path is an s, t-path P of length k, with the form
v0, e1, v1, e2, . . . , ek, vk, such that for allei ∈ P , lei ≥ k − i.

For a trust graphG and verticess and t in V (G), Hop-
Count Limited Transitive Trust, or HLTT (s, t,G), is a generic
reliability trust metric with the operational criteria that a state
S ⊆ E(G) is operational if and only if there exists an HL-path
⊆ GS , from s to t.

A derived statementis a 3-tuple of the form< u, v, l >
where u and v are entities andl is a non-negative integer
representing a trust level. These statements provide an ad-
ditional mechanism for defining operational criteria. Initial
derived statements can be created from a trust graphG using
the rule in Definition 3.2.

Definition 3.2: If (u, v), labeled< l, c >, is in E(G) then
< u, v, l > is a derived statement.

Additional derived statements are created by applying a setR
of transitivity rules. For example, the set of HLTT transitivity
rules are found in Definition 3.3.

Definition 3.3: HLTT Transitive Rules

(1) Let i > 0, j ≥ 0, andk = min(i− 1, j).
If < u, v, i > and< v, x, j > are derived statements

then< u, x, k > is a derived statement.

(2) Let i > 0.

If < u, v, i > is derived statement

then< u, v, i− 1 > is a derived statement.

Thus, an alternate definition of operational criteria for
HLTT (s, t,G), that does not use the HL-path concept, is that
the stateS ⊆ E(G) is operational if and only if the derived
statement< s, t, 0 > exists in the reflexive, transitive closure
of the initial statements corresponding to arcs inS under the
HLTT Transitivity Rules.

This use of derived statements can be generalized for multi-
ple trust metrics within the GRTM framework. Given some set
of transitivity rulesR for derived statements, the trust graph
G, and verticess andt, ageneric two-terminal reliability trust
metric is a generic reliability trust metric with the operational
criteria that the stateS ⊆ E(G) is operational if and only if the
derived statement< s, t, 0 > exists in the reflexive, transitive
closure of the initial statements corresponding to arcs inS
underR.

As an example application of the HLTT metric based on
Figure 1, some support for trust between Alice and Bob is indi-
cated by the ability to derive the statement< Alice, Bob, 0 >
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Fig. 1. Trust Graph between Alice and Bob with HLTT semantics

from the initial statements represented by this graph. Calculat-
ing a confidence value using the inclusion-exclusion approach
involves enumerating all of the operational states and then
applying Equation 2. Definition 3.3 produces the following
minimal operational states for trust from Alice to Bob:

{(Alice, Sally), (Sally, Sue), (Sue, Bob)}
{(Alice, Tom), (Tom, Bob)}

Assumingpe = 0.8 the resulting trust metric value is0.82.
Observe that the level zero label on the arc(Tom, Sue) means
there is no HL-path from Alice to Bob through Tom and Sue,
that Alice does not trust Tom to act as an recommender.

IV. GENERAL ALGORITHMS

In general, computing reliability is a #P-complete problem
[5]. For a graphG with m arcs, complete state enumeration
would generate or consider2m states representing all possible
subsets of arcs inE(G). Two general algorithms for calcu-
lating an exact value for a variety of reliability problems are
based on inclusion-exclusion and the factoring theorum [5],
[11], [21]. They require exponential time and, in the case of
inclusion-exclusion, possibly exponential memory.

The generalized inclusion-exclusion algorithm to calculate
reliability has two phases:

1) Search – determine all minimal operational states, and
then

2) Inclusion-Exclusion – apply inclusion-exclusion to all
combinations of these sets.

From [5, section 2.4.2], given the trust graphG and a setT
of all minimal operational states fromOP (G), the inclusion-
exclusion formula for calculating the reliability of coherent
systems,Rel(G), is given by the calculation:

∑

S⊆T,
S={T1,T2,...,Tk}

for k≥1.

(−1)k+1
∏

e∈T1∪T2∪...∪Tk

pe. (2)

The other general computational approach is based on
factoring. Here we consider the reliability of the graphG by
looking at two subproblems after selecting an arce in E(G).
The first subproblem is (G ∗ e) wheree is assumed always to
be operational. The other subproblem is (G − e) wheree is
assumed to have failed. From [5], theFactoring Theoremstates
that for any reliability measureRel of a coherent system,

Rel(G) = peRel(G ∗ e) + (1− pe)Rel(G− e) (3)

A. Approximation Heuristic

Given that computing reliability is a]P-complete problem
[5], and thus is not practical for larger graphs, a heuristic
algorithm is described here to calculate a conservative approx-
imation with practical performance. Thediscard-inclusion-
exclusionalgorithm modifies both phases of the the generic
inclusion-exclusion algorithm. It takes as input three parame-
ters:

DesiredConfidenceis the minimum desired metric
value, as determined by some user or within some
application context,
ProbabilityFloor is the minimum probability of an
operational state for it to be considered, and
MaxStatesis the maximum number of operational
states to be considered in the inclusion-exclusion
phase.

The heuristic applies the following four tests to reduce or limit
the number of operational states enumerated or considered:

1) In the search phase, discard a candidate operational state
C if Prob(C) < ProbabilityF loor.

2) In the search phase, if any operational stateS is dis-
covered whereProb(S) ≥ DesiredConfidence, then
the search can be stopped andProb(S) returned as the
approximate metric value.

3) After the search phase, if the number of states ex-
ceedsMaxStates then those whereProb(S) is less
or equal the average ofProb() can be discarded until
MaxStates remain.

4) During the inclusion-exclusion phase, given subsets of
operational statesT are considered in increasing order
of the number of statesi in T from which they are
composed. The result is a lower bound onProb(T )
if i is even. If this lower bound is greater or equal
to DesiredConfidence return it as the approximate
metric value.

The resulting metric value using this heuristic will be less
than or equal to the exact value. If any of the heuristic tests
are used to discard states or stop the algorithm early then
the metric is an a conservative approximation, otherwise it is
exact.

B. Experimental Results

A JAVA implementation was created for trust metrics using
the GRTM framework defined in Section III. The results
presented in this section are based on an implementation of
the discard-inclusion-exclusion heuristic for the HLTT metric
defined in Section III-A. These results were computed using
simulated trust graphs. Apower law random graph(PLRG)
is a randomly generated graph in which the degrees of the
vertices follow a power law distribution. The input graphs used
were PLRGs. The characteristic equation of a PLRG, and the
basis of the PLOD (power law out degree) graph generation
algorithm used, is as follows [18]:

P (degree=k) ∼ αk−β (4)



TABLE III

HEURISTIC PARAMETER SETTINGS

Scenario ProbFloor MaxStates DesiredConf
early-discard 0.4 18 0.8 ∗

* no lower-bound
soln-reduction 0.1 4 0.8

late-lower-bound 0.1 18 0.8
combination 0.4 8 0.8

For the trust graphs generated the parameter values used were
α=0.7, β=0.8, and for every arce in E(G), le (the trust
level) was four andce (arc confidence) was0.8. Four sets, or
scenarios, of heuristic parameter settings were use to highlight
the impact of each of the tests in the heuristic:

early-discard - restrict the enumeration of opera-
tional states and do not utilize the lower-bound test
in the inclusion-exclusion phase.
soln-reduction- allow more operational states than
early-discard, but prune them before the inclusion-
exclusion phase.
late-lower-bound- allow more operational states than
the other scenarios to focus on the lower-bound test
in the inclusion-exclusion phase.
combination- use a combination of the other three
scenarios.

The JAVA implementation was run using the scenario para-
meters shown in Table III with input trust graphs ranging in
size from 10 to 5000 vertices. The elapsed time to compute
the metric using each of these scenarios is seen in Figure 2.

As seen in the elapsed time, the algorithm demonstrates
practical performance in calculating a trust metric for trust
graphs of over 1000 vertices. This meets a practical objective
of handling graphs composed of hundreds of entities within
one second. All of the test scenarios performed well except
late-lower-bound. This was due to the tendency of the input
graphs to support a large number of operational statesS
with low Prob(S) requiring significant computation in the
inclusion-exclusion step.

V. COMPARISON

This section compares the proposed Generic Reliability
Trust Model (GRTM) and Hop-count Limited Transitive Trust
(HLTT) metric with the trust mechanisms in Table I. An impor-
tant distinction between GRTM and all the other mechanisms
is that GRTM is a trust model by the definition in Section II
and thus represents a general framework for specifying a trust
metric, while all the others are trust mechanisms with both a
model and a metric. They are more directly comparable to the
combination of GRTM and HLTT. A more detailed analysis
is available in [14].

The general approach used by GRTM of representing trust
as a graph and implementing metrics through graph algorithms
has been applied before to varying degrees. In MCV, a graph
is used to depict the various examples. In the Network Flow
mechanism, certificate-based trust is modelled as a graph, with
keys as vertices, and two types of certificates as arcs. In this

mechanism, the flow calculation was not used to determine
trust, but to determine boolean sufficiency of evidence. Finally,
causal graphs associated with the Bayesian Network mecha-
nism are used to model subject-matter dependencies from a
single entity’s perspective.

GRTM is a more generalized model than those surveyed,
with a flexible trust model supporting multiple trust metrics. It
is a significant generalization and extension of the MCV model
which provided the initial seed. MCV is a more complex
metric than HLTT; it has a more complex operational state and
lacks a practical algorithm. GRTM is capable of representing
any of the COP-type metrics, with the exception of the Trust
Management policy evaluation. Unlike the arithmetic metrics
presented, GRTM offers a mature underling reliability model
capable of expressing highly nuanced confidence assessments.
Finally, Network Flow does not allow for entity-specific as-
sessments of direct trust; rather all evidence is represented
in a graph and values for use in the flow calculation are
assigned based on distance from some source and target
entities. This is a weaker notion of trust based on the number
and diversity of entities making a statement as compared to
GRTM’s computation of source to target confidence based on
multiple sources of entity-specific assessments.

VI. CONCLUSIONS ANDFUTURE WORK

This paper presents a new computational trust model and
metric, GRTM and HLTT. This work contributes theoretical
support to this form of trust modelling and the presented
algorithms and implementation demonstrate the potential for
practical application. These applications of GRTM, with or
without HLTT, will likely involve larger network-based com-
munities with ad-hoc, semi-formal interactions. Examples in-
clude friend-of-a-friend (FOF) networks, some social-agent
systems, or ad-hoc networks. This general application domain
can be thought of as themushy middlebetween valueless
interactions on one side, and formal (e.g. contract-based) high-
value interactions on the other. A few areas for future research
include the following:

• Develop algorithms; apply additional results from Net-
work Reliability research and provide additional charac-
terization of algorithm performance and suitability.

• Extend GRTM to handle multiple subject-matters and
distrust.

• Create or utilize some form of standardized representa-
tion, exchange or recommendation protocol.

• Integrate GRTM+HLTT with some application.
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