Generic Reliability Trust Model

Glenn Mahoney
Wendy Myrvold
Gholamali C. Shoja
Department of Computer Science, University of Victoria, Canada V8W 3P6
Email: {gmahoney,wendym,gshgj@cs.uvic.ca

registered users, 638 million listed items, and facilitated $14.9
billion dollars (US) in gross sales [7]. These results were
supported by providing good-enough trust to an effectively
anonymous community of ad-hoc buyers and sellers —

Abstract— Economic and social activity is increasingly reflected
in operations on digital objects and network-mediated interac-
tions between digital entities. Trust is a prerequisite for many
of these interactions, particularly if items of value are to be ex-
changed. In this paper the probabilistic model and computational
approaches found in some network reliability models are applied
to modelling computational trust. The result is a new generalized
trust model called the Generic Reliability Trust Model or GRTM
and a new transitive trust metric called Hop-Count Limited
Transitive Trust (HLTT). A conservative approximation heuristic
is defined which leads to more practical algorithm performance.
Results from a JAVA-based implementation, utilizing an XML-
based trust-graph representation and a random power-law trust

“The key to eBay’s success is trust. Trust between
the buyers and sellers who make up the eBay com-
munity. And trust between the user and eBay, the
company.” — eBay Web Site [8]

Generalized trust reasoning capabilities should enable par-
ties — individuals, corporations, human and software agents —

graph generator, demonstrate potential for application to large
ad-hoc trust networks.

Keywords: computational trust, network reliability, identity
and trust management, trust technologies, technologies for build-
ing trust.

I. INTRODUCTION

to operate in more situations in a world of information-based,
network-mediated relationships. Some trust between a larger
set of parties enables an organization to perform its function
with greater scale (interact with more parties) and less friction.
These capabilities could be used by various parties to help
decide with whom and how much information to share. As

Human trust is a complex and context sensitive interactid¥ell, these decisions could be based on multiple sources of
of risk, value, experience, expectation, uncertainty, social féust-related information.
lationships, and individual human qualities [3], [15]. Humans Computational trustis formal trust definitions or rules
operating in a physical world use a variety of interpersonfdr representing and evaluating trust-like relationships imple-
skills and social arrangements to create and evaluate trustvigntable in software [15]. This emerging field of research
others. We have a intuitive notion of what is meant by the wogpplies computational models to trust decisions within virtual
trust and live in a rich social web that sustains our abilitgnvironments. For the rest of this paper, the word trust should
to trust other people and organizations. This trust enablee interpreted as computational trust.
us to interact in a range of situations. The role of trust in The specific focus of this paper is on trust mechanisms
human/social systems is to guide and support decisions wheopporting ad-hoc, network-mediated interaction within a large
the outcomes depend on the good behaviour of others grabl of potential interactors, such as Internet users. In this
where results cannot be completely controlled [3], [9], [15hpplication domain, the parties have little direct knowledge
For this paper, trust is defined as follows: or formal relationships or explicit contracts with each other.

Definition 1.1: Trust is one’s reasonable expectation of &hey cannot utilize human trust due to a lack physical (face-
positive outcome in a situation where there is less than futl-face) presence or human relationships. Some trust-related
control over the actions of the participants. mechanisms suitable for this domain are available or emerging.

In a network-mediated virtual world, where interaction igor example, we can authenticate an identity and secure mes-
represented by the exchange of messages between digitaJe contents through cryptography, evaluate past behaviour
entities, trust is a fundamental challenge; identity is suthrough reputations, and create some expectation of future
pect, the exchange medium is suspect, and there is ofteteraction through community membership [6], [9], [19].
no history of interaction or expectation of future interactioMany of these solutions are limited or application-specific,
between particular entities [20]. Nevertheless, trust remaiasd do not support the more general notion of trust used
a requirement for maintenance of cooperative social groufes this paper. Validating the identity of another party and
and online economic activity [3]. In the virtual world of thehaving a secure channel to communicate with that party does
online auction site eBay, buyers and sellers do not know eawbt mean you can trust them, they may be a crook. Online
other, with 98.9% of seller-buyer pairs conducting less thaommunities and associated reputations are often isolated,
five transactions over a five-month period [19, Section 4]. Yeipplication-specific domains. Our goal is to define a general
after being created in 1995, by 2002 eBay had 61.7 millimepresentation of trust between a set of entities and a trust



metric providing a means to evaluate some measure of theDirect trust is some entity’s independent belief in the
trust between particular entity pairs. trustworthiness of another entity. Direct trust, and trust in

This paper generalizes and extends the seed of the modejémeral, is not symmetric; that Sally trusts Bob does not
the Maurer Confidence Valuation (MCV) trust metric [17]. Thémply that Bob trusts Sallylndirect trust is some entity’s
probabilistic model and computational framework of Networkelief about the trustworthiness of another entity which is
Reliability is applied to create the Generic Reliability Trustlerived from the beliefs of other entities. Indirect trust, and
Model or GRTM. Using the GRTM framework, a new trustrust generally, is not always transitive; that Sally trusts Bob,
metric is defined: Hop-count Limited Transitive Trust (HLTT)and Bob trusts Tom, does not always imply that Sally trusts
The potential for application of this new trust model andom. A recommendatiolis a statement of direct trust about a
metric will be demonstrated through a practical approximatiaemote entity made by an intermediate entifyust evidence
heuristic for the metric and performance results from a JAVS the direct trust of some set of entities.tAist situationis
implementation. a subset of trust evidence representing some subject-matter.

The remainder of the paper is organized as follows. SectionTrust roots also calledseeds of trustare the positive
Il presents an abstract trust model and a brief survey a$sumptions about specific entities made by all entities in
existing models. Section Il presents the new GRTM modebme community. The label “authority” is often applied to
and the HLTT metric. Section IV presents general computan entity that is the subject of a trust root. Models with
tional algorithms for GRTM, an approximation heuristic, anébrmally modelled trust roots can be termeentralizedand
experimental implementation results. Section VI concluddéisose without can be termedistributed A distributed trust
with a brief comparison of GRTM/HLTT and the surveyednodel can be used to represent a centralized model by having
models, and suggestions for future research. More detailssoime direct trust common across all entities.
this research are presented in [14]. A trust modelis some definition of entities, trust values,
trust subject-matter, direct trust, indirect trust, and trust roots.

Il ABSTRACT TRUSTMODEL A trust metric within some trust model is a function that

This section presents abstract trust modethat identifies computes a trust value from a trust situation. It defines how
common aspects of trust models. This abstract model descriggfe local entity can utilize trust evidence and indirect trust to
important objects and relationships required to represent ai@ch a conclusion about the trustworthiness of some remote
evaluate trust in various situations. Its purpose in this papgitity in a specific situation. Transitivity is the primary means
is to provide a conceptual framework motivating new genefor deriving indirect trust. The conditions under which transi-
alized trust models and supporting comparison between sofiy is allowed are a defining aspect of a trust metric. Trust
existing models and the new GRTM model. metrics can be characterized by their underlying theoretical

Entitiesare the subject objects of trust relationships. Thayiodels Arithmetic type metricprocess evidence using simple
are the sources, targets, and intermediaries — people, agesfithmetic operations; for example, computing the average
software objects, or systems — which are the subjects of, partjgtue of input trust valueChain of Proof (COP) type metrics
ipate in, or provide supporting information for trust decisiongerform a boolean validity test using a chain of evidence;
The local or source entityis the entity attempting to reasonif each link in the chain is valid and correctly linked to
about its subjective trust of another entity, called themote the next, then the chain as a whole is valid.pfobabilistic
or target entity The local entity may use information suppliedype metricutilizes some probability-based measure, such as
by third parties referred to astermediateor recommender risk or confidence, and processes trust evidence using some
entities probability-preserving operations.

A trust valueis some measure or quantification assigned The subjectivity and scalability of trust are determined by
by a local entity to its belief in the trustworthiness of anothehe specification of some trust model and trust metric. If
entity. A few possible types of trust value include booleafhe metric does not support any transitivity and there are
confidence, or discrete values such{as-trust, partial, com- no trust roots, then all trust will be strictly localized or
plete} [2]. The trust value often indicates the expectation gersonal, based solely on a local entity’s beliefs. It is for
a successful interaction, through which some desired outcofgs reason that indirect trust utilizing so-calledeak tied
will be achieved. Marsh [15] provides an extensive discussi@he bridge individuals through which smaller social clusters
of trust values. For example, using confidence-based trgse connected) is so important in social networks. These weak
values, high trust is a value from 0.75 to 0.9, and low trust {fes establish connections with other social clusters and enable
from 0 to 0.25. wide spread communication in larger social networks [10].

Trust is subject-matter specifithat Sally trusts Tom with  An identity is a label used to refer to an entity. Using this
her lawn mower does not mean she also trusts him with hgmple definition, a person’s name is their identikgentity
car. Another way of expressing this often implied aspect @fust is some measure of the confidence in the one-to-one
trust is found in the following expansion from [4] wheP’e  mapping between an entity and a identity; that an entity is who
stands for the subject-matter: s/he says that s/he is and that a given identity used by multiple

“A trusts B” is shorthand for “A trusts B about X parties refers to the same entitgientity authenticatioris the
under certain conditions.” verification of the identity of an entity [9].



A trust mechanisnis the combination of a trust model and A generic reliability probleris to determine the probability
metric. A trust systemis some operational trust mechanisnof having an operational state given a probabilistic directed
including provisions for handling trust evidence, applicatiograph G and the operational criteria. If every superset of a
interfaces for obtaining trust metric results, some identityperational state is operational, then the systeooierent A
authentication capability, and may also include mechanismseful property of all of the operational criteria to be defined
for managing trust roots. Table | presents a short list of reial this paper is that the operational states are coherent. In
or proposed trust mechanisms, described using the abstgeteral, letOP(G) denote the set of all operational states
trust model framework. for some network reliability model. Aninimal operational
state of a coherent systeima stateS € OP(G) where for all
acsS,S—{a} ¢ OP(G). For coherent systems, there exist

Reliability theory is the study of the performance of a sysxact algorithms for the reliability problem which need only
tem of failure-prone elements. Network reliability is concernegbnsider minimal operational states [5, p. 11].
with the reliability of computer communications networks, The remainder of this section defines the Generic Reliability
specifically the ability of a network to carry out a desiredrust Model as a generalized reliability problemtr@st graph
operation [5]. The following network reliability definitions areis a labeled directed multigraphl = (V(G), E(G)), with the
taken from [5]. vertex setV(G) representing entities and the set of aits

A probabilistic directed graplG = (V(G), E(G)) consists consisting of ordered pairs of verticés, v) representing:'s
of a vertex set/(G) and the set of arcE(G) where each arc trust inv. Each arce = (u, v) is labeled with arust label of
in E(G) corresponds to an ordered pair of vertices figiftz).  the form < [, ¢ > where,

It is assumed that each at#chas an associated probabiljty
of being operational. Astate of G is a subsetS C E(G),

Ill. GENERICRELIABILITY TRUSTMODEL

[ > 0 is an integer representing a level for the trust

interpreted to mean that all arcs Hare operational and all where the specific meaning is defined by
arcs in £ — S have failed. So a stat§8 corresponds to the a particular trust metric, but
subgrapltss of & given byV (Gs) = V(G) andE(Gs) = 5. for any given level, trust graphs can have at

To describe a specific reliability model it is necessary
to provide rules, here calledperational criterig for distin-
guishing between operational and non-operational states. For ¢ is a confidence value; € [0, 1].
example, given a directed gragh a directed pathof length |, 5 trust graphG, for each are: in E(G), the values of the
k is composed of an alternating sequence of vertices aggsqciated labet I,c > can be referenced ds and ¢, and
arcs of the formug, e; = (vo, v1),v1, €2 = (v1,02), .-, Uk—1,  the arc’s operational probability is. = c.. The level value
ex = (Uk—1,0%),v5. AN s,t-path is a directed path which generally represents an assessment of the competence of the
starts withs and ends witti. Vertexs is connected t@ if there  gpiity to act as an intermediary; the specific meaning is defined
is an s, t-path in G. For a directeds, ¢-reliability model, the by a metric. The confidence value is the probability of
network is defined to be operational if and only if there is ag g,ccessful outcome from an interaction between entities
operation_als,t-path i_n the_ network. Some possible definitiong g, at trust levell, as determined by:; this represents’s
of operational are given in Table IIl [21]. confidence inv and it is assumed that it is independent of
any other confidence. It is assumed tliatelates to a single
subject-matter.

A generic reliability trust metrids a function which gives a

most one arc (u,v) labelled with and

TABLE I
TRADITIONAL NETWORK RELIABILITY OPERATIONAL CRITERIA

Reliability Measure | Operational Criteria on stats trust value as the probability of obtaining an operational state.
Two-terminal there exists an, t-path inGg ; i~ i iahili . i
Source oK terminal | Vi € & C V(C/}, there exists as, ¢ Computing the trust metric is a reliability problem; that is
path inGg . =
Source-to-all-terminal| V¢ € V(G) — s, there exists am, t- Trust(G) = Rel(G).
path inG's Concrete members of this family of trust metrics are defined

o . by specifying operational criteria associated with a general
The reliability of a network G, denotedRel(G), is the rejiability problem. This process is demonstrated in the next

probability of obtaining an operational state. Assuming that aggction by the definition of a new metric within this frame-
failures are independenRel(G) can be defined using state~york.

space enumeration as follows [5, p. 9]: o -
A. Hop-Count Limited Transitive Trust (HLTT)
Rel(G) = Z H Pe - H (1=pe)s (D) Hop-Count Limited Transitive Trust (HLTT) is a new trust
SCE(G); e€S o £8 o metric that fits into the framework of a generic reliability trust
S is operational (@) . .
metric. For a trust grapliz and arce = (s,¢) in E(G), the
trust level valuel. specifies the maximuns, ¢-path length
) ) representing some trust frogrto ¢. In addition, the trust graphs
that the edge: is operational are restricted to be digraphs.

wherep, is the probability that



TABLE |

SURVEY OF TRUST MECHANISMS

Trust Metric Type Subject-matter Evidence Direct Trust Indirect Trust Trust Roots
Mechanism
X.509 PKI[12] | COP public key | digital certificates| local storage| certificate signed| Certificate Au-
authentication of trusted | by CA thority (CA)
certificates
PGP [23] COP public key | digital certificates| local certificate| certificate signed| application-
authentication key ring by “introducer” specific
Trust Manage-| COP and pol-| access control digital certificates| local policies signed certificate| application-
ment [16] icy evaluation and application- (credential) specific
specific  policy
rules
Distributed arithmetic categories statements local database of recommendation | application-
Trust [1] statements protocol specific
Network Flow | Network-flow public key | digital certificates| local certificate signed certificate | application-
Trust  Metric | calculation authentication specific
[13] to test for
chain-of-proof
sufficiency
Bayesian arithmetic generalized, transaction local satisfaction| recommendations| application-
Network-Based subject-matter history counters and| obtained by | specific
Trust  Model adaption  using| (satisfaction Bayesian network| satisfaction query
(BNTM) [22] local Bayesian| counters)
network
Maurer probabilistic public key | statements repref local certificate signed certificate| application-
Confidence authentication senting assertiong is a recommendai specific
Valuation [17] (a  generalized| about certificates tion
model of a
chain-of-proof
system)
GRTM + HLTT | probabilistic generalized statements repret local statement remote statement| application-
(Section 1) sented as labeled specific
arcs in a graph

Definition 3.1: Given a trust graphG and verticess and Definition 3.3: HLTT Transitive Rules
t, an HL-path is an s, t-path P of length k, with the form
V0, €1,V1, €2, . . ., €k, Vg, SUCh that for alke; € P, I, > k — . (1) Leti >0, j >0, andk = min(i — 1, j).
If <wu,v,i>and< v,z,j > are derived statements
then< u,x, k > is a derived statement
(2) Leti > 0.
If <wu,v,i> is derived statement

then< u,v,i — 1 > is a derived statement
Thus, an alternate definition of operational criteria for
HLTT(s,t,QG), that does not use the HL-path concept, is that
the stateS C E(G) is operational if and only if the derived
A derived statemenis a 3-tuple of the form< uw,v,l > statemenk s,t,0 > exists in the reflexive, transitive closure
wherew and v are entities and is a non-negative integer of the initial statements corresponding to arcsSiminder the
representing a trust level. These statements provide an BATT Transitivity Rules.
ditional mechanism for defining operational criteria. Initial This use of derived statements can be generalized for multi-
derived statements can be created from a trust géapising ple trust metrics within the GRTM framework. Given some set
the rule in Definition 3.2. of transitivity rules R for derived statements, the trust graph
G, and vertices andt, ageneric two-terminal reliability trust
metricis a generic reliability trust metric with the operational
criteria that the stat® C E(G) is operational if and only if the
derived statement s, t,0 > exists in the reflexive, transitive
closure of the initial statements corresponding to arcs'in
underR.
Additional derived statements are created by applying a&set As an example application of the HLTT metric based on
of transitivity rules. For example, the set of HLTT transitivityFigure 1, some support for trust between Alice and Bob is indi-
rules are found in Definition 3.3. cated by the ability to derive the statementAlice, Bob,0 >

For a trust graphz and verticess and¢ in V(G), Hop-
Count Limited Transitive Trusor HLTT(s,t,G), is a generic
reliability trust metric with the operational criteria that a state
S C E(G) is operational if and only if there exists an HL-path
C Gg, from s to t.

Definition 3.2: If (u,v), labeled< I,¢ >, is in E(G) then
< u,v,l > is a derived statement.



1_,()_, A. Approximation Heuristic
/ Given that computing reliability is @P-complete problem
0 0

[5], and thus is not practical for larger graphs, a heuristic
Fig. 1. Trust Graph between Alice and Bob with HLTT semantics

imation with practical performance. Thediscard-inclusion-
exclusionalgorithm modifies both phases of the the generic
inclusion-exclusion algorithm. It takes as input three parame-

2\ @ algorithm is described here to calculate a conservative approx-

ters:

DesiredConfidencés the minimum desired metric
from the initial statements represented by this graph. Calculat- value, as determined by some user or within some
ing a confidence value using the inclusion-exclusion approach application context,
involves enumerating all of the operational states and then ProbabilityFloor is the minimum probability of an
applying Equation 2. Definition 3.3 produces the following operational state for it to be considered, and
minimal operational states for trust from Alice to Bob: MaxStatesis the maximum number of operational

states to be considered in the inclusion-exclusion

{(Alice, Sally), (Sally, Sue), (Sue, Bob)} phase.
{(Alice,Tom),(Tom, Bob)} The heuristic applies the following four tests to reduce or limit

Assumingp, = 0.8 the resulting trust metric value &.82. the number of operational states enumerated or considered:

Observe that the level zero label on the &Fom, Sue) means 1) In the search phase, discard a candidate operational state
there is no HL-path from Alice to Bob through Tom and Sue,  C if Prob(C) < ProbabilityFloor.

that Alice does not trust Tom to act as an recommender.  2) In the search phase, if any operational statés dis-
covered whereProb(S) > DesiredCon fidence, then

IV. GENERAL ALGORITHMS the search can be stopped aRdob(S) returned as the

In general, computing reliability is a #P-complete problem _ &PProximate metric value.
[5]. For a graphG with m arcs, complete state enumeration 3) After the search phase, if the number of states ex-
would generate or consider” states representing all possible ~ C€€dsMazStates then those where’rob(5) is less
subsets of arcs iE(G). Two general algorithms for calcu- or equal the average dProb() can be discarded until
lating an exact value for a variety of reliability problems are _ MazStates remain. _ _
based on inclusion-exclusion and the factoring theorum [5],4) During the inclusion-exclusion phase, given subsets of
[11], [21]. They require exponential time and, in the case of operational state% are c_o_nS|dered in increasing order
inclusion-exclusion, possibly exponential memory. of the number of states in 7" from which they are

The generalized inclusion-exclusion algorithm to calculate ~ COMPosed. The result is a lower bound &trob(T)
reliability has two phases: if 7 is even. If this lower bound is greater or equal

i ini i to DesiredC d return it as the approximate
1) Search — determine all minimal operational states, and esire onfidence pp
then metric value.

2) Inclusion-Exclusion — apply inclusion-exclusion to all The resulting metric value using this heuristic will be less
combinations of these sets. than or equal to the exact value. If any of the heuristic tests

. . are used to discard states or stop the algorithm early then
From [5.’ §ect|on 2'432]’ given the trust graﬁhanq a S?T the metric is an a conservative approximation, otherwise it is
of all minimal operational states fro@P(G), the inclusion-

. . I xact.
exclusion formula for calculating the reliability of coherent

systems,Rel(G), is given by the calculation: B. Experimental Results
Z (—1)k+1 H Pe. ) A JAVA implementation was created for trust metrics using
scr. €T\ UTsU...UT, the GRTM. fran_"nework_ defined in Section _III. The res_ults
S:{I](“l,QI;g;...,Tk} presented in this section are based on an implementation of
or k>1.

the discard-inclusion-exclusion heuristic for the HLTT metric

The other general computational approach is based defined in Section IlI-A. These results were computed using
factoring. Here we consider the reliability of the gra@ghby simulated trust graphs. fiower law random grapi{PLRG)
looking at two subproblems after selecting an aia E(G). is a randomly generated graph in which the degrees of the
The first subproblem is({ x ¢) wheree is assumed always to vertices follow a power law distribution. The input graphs used
be operational. The other subproblem @ € ¢) wheree is were PLRGs. The characteristic equation of a PLRG, and the
assumed to have failed. From [5], thactoring Theorenstates basis of the PLOD (power law out degree) graph generation
that for any reliability measur&el of a coherent system,  algorithm used, is as follows [18]:

Rel(G) = peRel(G xe) + (1 — p.)Rel(G —¢)  (3) P(degree=k ~ ak™" (4)



TABLE Il
HEURISTIC PARAMETER SETTINGS

mechanism, the flow calculation was not used to determine
trust, but to determine boolean sufficiency of evidence. Finally,

Scenario| ProbFloor | MaxStates|  DesiredConf causal graphs associated with the Bayesian Network mecha-
early-discard 0.4 18 |0-8*b g nism are used to model subject-matter dependencies from a
* no lower-boun . - .
soln-reduction 01 4 08 single ent!tys perspective. _
late-lower-bound 0.1 18 0.8 GRTM is a more generalized model than those surveyed,
combination| 0.4 8 08 with a flexible trust model supporting multiple trust metrics. It

is a significant generalization and extension of the MCV model
which provided the initial seed. MCV is a more complex
For the trust graphs generated the parameter values used Wekgic than HLTT: it has a more complex operational state and
a=0.7, 7=0.8, and for every are in E(G), l. (the trust |5cks a practical algorithm. GRTM is capable of representing
level) was four and:. (arc confidence) wag.8. Four sets, or gny of the COP-type metrics, with the exception of the Trust
scenarios, of heuristic parameter settings were use to h'ghl'@ﬁgnagement policy evaluation. Unlike the arithmetic metrics
the impact of each of the tests in the heuristic: presented, GRTM offers a mature underling reliability model
early-discard - restrict the enumeration of opera-capable of expressing highly nuanced confidence assessments.
tional states and do not utilize the lower-bound testinally, Network Flow does not allow for entity-specific as-
in the inclusion-exclusion phase. sessments of direct trust; rather all evidence is represented
soln-reduction- allow more operational states tharin a graph and values for use in the flow calculation are
early-discard, but prune them before the inclusiomsssigned based on distance from some source and target
exclusion phase. entities. This is a weaker notion of trust based on the number
late-lower-bound allow more operational states tharand diversity of entities making a statement as compared to
the other scenarios to focus on the lower-bound teSRTM'’s computation of source to target confidence based on
in the inclusion-exclusion phase. multiple sources of entity-specific assessments.
combination- use a combination of the other three
scenarios.

The JAVA implementation was run using the scenario para-
meters shown in Table IlI with input trust graphs ranging in This paper presents a new computational trust model and
size from 10 to 5000 vertices. The elapsed time to computeetric, GRTM and HLTT. This work contributes theoretical
the metric using each of these scenarios is seen in Figure fupport to this form of trust modelling and the presented
As seen in the elapsed time, the algorithm demonstratggorithms and implementation demonstrate the potential for
practical performance in calculating a trust metric for trugiractical application. These applications of GRTM, with or
graphs of over 1000 vertices. This meets a practical objectmgthout HLTT, will likely involve larger network-based com-
of handling graphs composed of hundreds of entities withmunities with ad-hoc, semi-formal interactions. Examples in-
one second. All of the test scenarios performed well excegiide friend-of-a-friend (FOF) networks, some social-agent
late-lower-bound This was due to the tendency of the inpusystems, or ad-hoc networks. This general application domain
graphs to support a large number of operational statescan be thought of as themushy middlebetween valueless
with low Prob(S) requiring significant computation in theinteractions on one side, and formal (e.g. contract-based) high-
inclusion-exclusion step. value interactions on the other. A few areas for future research
include the following:

VI. CONCLUSIONS ANDFUTURE WORK

V. COMPARISON } .
« Develop algorithms; apply additional results from Net-

work Reliability research and provide additional charac-
terization of algorithm performance and suitability.
Extend GRTM to handle multiple subject-matters and
distrust.

Create or utilize some form of standardized representa-
tion, exchange or recommendation protocol.

Integrate GRTM+HLTT with some application.

This section compares the proposed Generic Reliability
Trust Model (GRTM) and Hop-count Limited Transitive Trust
(HLTT) metric with the trust mechanisms in Table I. An impor-
tant distinction between GRTM and all the other mechanisms"
is that GRTM is a trust model by the definition in Section II
and thus represents a general framework for specifying a trust
metric, while all the others are trust mechanisms with both a
model and a metric. They are more directly comparable to the®
combination of GRTM and HLTT. A more detailed analysis
is available in [14].

The general approach used by GRTM of representing trLrJTflé
as a graph and implementing metrics through graph algorith ceedings of the 1997 Workshop on New Security ParadignfsCM
has been applied before to varying degrees. In MCV, a graph Press, 1997, pp. 48-60.
is used to depict the various examples. In the Network Flowg]l J. Callas, L. Donnerhacke, H. Finney, and R. Thayer, “Rfc2440:

. . . ... Openpgp message format,” IETF Web Site, Internet Engingeering Task
mechanism, certificate-based trust is modelled as a graph, with ¢q,ce"(1ETF), Network Working Group, Nov 1998, accessed on June 1,
keys as vertices, and two types of certificates as arcs. In this 2004, URL: http:/imww.ietf.org/rfc/rfic2440.txt.
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