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Abstract— Recent controversy regarding reforms to the voting
system cast doubt on the likelihood of deploying electronic voting
systems in the near future. This paper notes the deficiencies in
the approach to requirements for electronic voting in general
and outlines some of the recent developments in electronic voting
technologies in the UK.

I. I NTRODUCTION

The UK Government has set a goal of conducting a General
Election utilising electronic voting technology some time after
2006. However, recent controversy regarding other reforms
to the voting system cast doubt on the governments ability
to achieve this goal. In section II This paper considers the
consequences of previous reforms to the voting system in the
UK and the results of the early pilots of electronic voting. In
section III this paper briefly outlines some flaws in the tradi-
tional approach to requirements for electronic voting technolo-
gies and outlines some alternative approaches. In section IV
the paper considers recent development of the voting schemes
and technologies in the UK compared with those deployed
in the US. In particular, two systems recently proposed for
the UK electoral context are outlined with the intention of
illustrating the context dependent nature of electronic voting
technologies. Finally section V summarises the trends in UK
voting technologies and suggests the likely next steps if the
UK is to move towards fully electronic voting.

A. Definitions

There is substantial confusion in the literature regarding
the proper terminology for the interaction between voting and
technologies. Various terms including voting system, electoral
system, voting scheme and voting technology are often used
inter–changably. In an attempt to clarify the following discus-
sion, we propose the following definitions:

Voting System The overall term for the collection of
processes, algorithms and agents collectively casting votes
in order to achieve a decision. A voting system is de-
scribed by an electoral system; requirements for secrecy
of elements of the electoral system; validation of elements
of the electoral system and the usability requirements for
the voting technology employed.

Election A single execution of a voting system, from
identification of participants (e.g. through registration) to
identification of the decision made.
Vote The abstract expression of a voter’s choice in an elec-
tion, constrained by the voting system’s electoral system.
Franchise The description of an actor’s eligibility to
participate in an election as a voter. A consequence of this
defintion is that a voter is considered to be some actor in
the voting system with the authority to cast votes.
Electoral SystemThe method by which a voter’s choice
is expressed and the algorithm by which the aggregation of
all voter’s choice are calculated, Single Transferable Vote
for example.
Voting SchemeThe abstract description of a technology
that fulfills the requirements of a voting system.
Voting Technology The artifacts and processes employed
to conduct an instance (election) of a voting system. A
voting technology implements a voting scheme.
Ballot The implementation of a voter’s vote within the
voting technology.

Note that these definitions identify a distinction between the
particular technology employed to conduct an election and
the requirements of the underlying voting system. Further,
the definitions do not intend to place any constraints on
the requirements for elections, for example, a definition of
democracy is deliberately excluded.

II. V OTING TECHNOLOGY PILOTS

The decision to investigate the use of new technologies for
elections was taken following the dramatic decline in turnout
after the 1997 General Election. Whilst it is acknowledged that
this decline is due to several factors [1], a recurrent theme
has been the need to change the voting system in order to
improve accessability and convenience. The Government has
introduced several reforms to the UK voting system designed
to increase the convenience of casting a vote, including the
provision of postal voting on demand in 2000 [2]. Conse-
quently, the use of postal voting has increased dramatically.
Figure 1 illustrates the increase in use of postal voting between
1992 and 2005, when postal votes represented approximately
15% of all votes cast. Whilst it is unclear whether these



Fig. 1. Trends in Postal Voting over various elections in the UK since 1992

reforms have had much impact on turnout, it is noteworthy
that the 2004 European Elections experienced the highest ever
turnout in the UK at 42%, compared with a Europe–wide
decline [3].

Such changes have not been without controversy, including
the conviction of sitting councillors for electoral fraud during
the 2004 local elections [4] and similar allegations in Scotland
during the recent General Election [5]. Such difficulties have
raised questions about the governments committment to future
changes to the voting system, given the negative publicity that
can ensue. In reality, the postal voting system is vulnerable to
the same weak authentication mechansims employed in polling
stations, exasperated by the remote nature of the system.
Despite these problems, the government has repeated its de-
termination to implement electronic voting in the near future.
This is perhaps less surprising given the dramatic increase in
applications for postal votes over successive elections.

It is anticipated that there will be further pilots of electronic
voting technologies during local authority elections over the
next few years towards the General Election expected in 2009–
10. These pilots will build on the those conducted in the
run–up to the recent General Election, which were conducted
in 2000, 2002 and 2003.1 The trials conducted prior to
2005 were generally deemed to be a success in terms of
the technology, although evidence of increased take–up and
improvement in turnout are rather more mixed [7]. Whilst
the sustained availability of postal voting on demand has
provided a period of time in which take–up has improved, the
sporadic availability of electronic voting in a given electoral
area mitigates against adoption, since a voter is less likely to
experiment with a voting system that may not be available in
future. The Electoral Commission’s proposed new framework
model for elections may improve this situtation by providing a
basis for implementing electronic voting pilots in a consistent
manner [3].

1Although region wide all–postal voting was trialed in 2004, there were
no trials of electronic voting that year due to opposition from the Electoral
Commission [6].

III. R EQUIREMENTS

Various attempts have been made to express the require-
ments for an electronic voting technology in both the United
States and United Kingdom, as well as elsewhere. Early re-
quirements documents addressed specific devices in particular
circumstances (typically US), for example electronic count-
ing devices [8] and later requirements for Direct Recording
Electronic (DRE) machines [9]. In the UK, a recent study by
the commerical arm of GCHQ (the government’s electronic
communications agency) proposed a security policy for remote
electronic voting [10]. An alternative approach has been to
develop standards for the implementation of electronic voting
technologies based on a common format, the Election Markup
Language, for example [11].

It has been noted that such approaches to the requirements
are unsatisfactory for several reasons:

• Typically, the requirements are produced for technologies
to be deployed in a particular electoral context, which may
not be suitable elsewhere [12]. For example, technologies
that publish vote values in order to provide some form of
verifiability may induce undesirable information leakage
in ordinal electoral systems, where voters may used low–
ranked candidates to identify their vote publicly without
affecting the tally [13].

• The requirements are typically either so high level that
reproducable tests based on measurable metrics cannot be
employed, or alternatively so low–level that they are only
satisfied by a single technological solution [14].

• There is no guarantee (or even some re-assurance) of the
completeness of the requirements set. Whilst this is not a
problem limited to electronic voting technologies, the use
of natural language descriptions of requirements mitigates
against the development of a complete set.

Whilst a plethora of requirements documents continue to be
produced for electronic voting technologies, a formal basis for
their development would be more satisfactory. One approach
suggested is to use a technique such as the B–method, where
a single high level statement of a particular requirement is de-
veloped by successively more detailed stages into a particular
voting scheme. Such an approach would require proofs that
each stage retains the properties described at a higher level in
order to demonstrate a particular scheme fulfills a particular
requirement.2

An alternative is to develop a modelling approach for
describing the components of different electoral systems in
a particular manner. Templates might then be developed to
state the requirements on the detailed components in terms
of secrecy and verifiability for similar elections, which could
then be customised for particular contexts [12]. This approach
avoids references to particular technological features by stating
the requirements for secrecy/verifiability of components on the
underlying electoral context.

2This suggestion is attributed to Jeremy Bryans of Newcastle



IV. T ECHNOLOGIES

The United States has traditionally provided the lead for the
development and deployment of new electronic voting tech-
nologies. This trend began with the introduction of electronic
counting of punch card and optical scan ballot papers and the
first of use telephone based voting systems for non–binding
referenda [15]. The development of DRE machines in the early
1980s also occurred in the United States as a replacement for
the century old Lever machines [9]. Several early theoretical
voting schemes and crypto primitives were also developed in
the United States, including mix–nets [16] and homomorphic
encryption [17].

The interest in modernising voting technologies has resulted
in two schemes proposed in the UK. Both schemes permit the
election itself to be verifiable rather than providing mecha-
nisms for verifying the correctness of the technology (through
machine inspection, parallel testing etc). The two schemes
developed in the UK are:

• The mCESG schemewas adapted from any existing
(flawed proposal) for using mobile phone SMS technology
to cast verifiable votes. The system is designed to provide
convenience to a voter, together with the ability to confirm
that a vote is correctly included in the tally [18]. The
system utilises the existing practice of providing voters
with a polling card to deliver voting credential information
that can be used to cast a vote electronically. To cast a
vote, a voter sends a combination of their personal voter
number and a personal candidate number printed on the
voting credentials, via some delivery medium, SMS for
example.
To confirm that their vote has been received by the
election authority, the voter visits the authorities website,
where a receipt number for the combination of voter and
candidate number (also printed on the voting credentials)
is published. This confirms that the vote has been cor-
rectly received (but not processed). After the close of the
election, the voter can re–visit the site, where the identity
of the correct candidate should be published next to the
response number. The voter can use the voting credentials
to force the election authority to correct the information
published on the website. Providing the voter keeps the
credential secret, the voter’s secrecy can only be violated
by collusion between several distinct entities within the
Election Authority who initially co-operate to produce and
deliver the voting credentials.
Several adaptions of the mCESG scheme have since been
proposed to provide greater protection for voter privacy
and to allow the scheme to be used for ordinal electoral
systems. A prototype implementation of the scheme is
available and is currently undergoing experiments to eval-
uate usability issues.

• Conversely, thePrêt á Voter provides an experience re-
markably similar to that of the existing paper ballot/polling
station system [19]. On entering a polling station a voter is
provided with a paper ballot as normal, except that in place

1. Tea Party
2. Birthday Party
3. Dinner Party
4. Fancy Dress Party
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Fig. 2. The paper ballot of the Prêt á Voter scheme. Note the ‘onion’ value
placed on the bottom right of the paper ballot below where the voter marks
their choice.

of a serial number, the ballot is marked with a “onion”
value. This value represents a layered encryption of ran-
domly generated “germ values”, with each layer encrypted
under an asymetric algorithm - RSA for example. The
lowest level of the onion is a nonce value, equivalent to a
serial number. The ordering of candidates on the ballot is
randomised, but may be recovered from the germ values A
representation of the ballot is provided in Figure 2. To cast
a vote, the voter marks the ballot as normal next to their
candidate. The left hand side of the ballot is then removed
and the right hand side scanned so that the position on
the ballot marked and the onion can be published on a
publicly available electronic bulletin board. The voter may
then leave the polling station with the right hand side of
the paper ballot only and later confirm that this receipt
was correctly published on the bulletin board.
During tallying, the onion values stored on the bul-
letin board are successively decrypted through an RSA–
decryption mix. At each stage, the position of the voter’s
mark is adjusted by a hash of the onion layer germ value,
until the original voter’s choice on the ballot paper and
the stored nonce value are recovered. These are then
published to a second bulletin board for further processing,
depending on the electoral system in use. The system can
be adapted for ordinal electoral systems by adjusting all
positions on the ballot paper by the hashed germ during
decryption. By passing the votes through a decryption mix,
collusion between thek–tellers of the mix is required to
associate a onion–position pair with a nonce–position pair.

Curiously, neither system addresses the task of voter au-
thentication, assuming this task is undertaken through external
technologies and/or procedures. Rather, both systems adhere
to the existing requirement of the UK electoral context that
voting technologies provide a means for associating a vote
with a voter under limited circumstances (an election judge
may order a scrutiny of ballot papers and other documentation
during an election petititon [20]). For the mCESG scheme,
this is provided by collaboration between three domains, the
Registration Officer (who stores voter identities), the Return-
ing Officer (who stores candidate identities) and the Vendor
responsible for maintaining the vote collection infrastructure.
For the Pr̂et á Voter scheme, it is possible to record the onion
value of a ballot paper next to the identity that used it on the
marked electoral roll. Should an identity be discovered to have
been used fraudulently, the proper onion value can be removed
from the bulletin board and the tallying scheme re–run.

Both these schemes have the further advantage that if



more than one vote has been determined to have been cast
fraudulently it is possible to mask who they were cast for (on
an indivdidual basis) by removing the corresponding response
number/onion value of all fraudulent votes at once.

The two schemes reflect a clear difference in design phi-
losophy with the DRE machines employed in elections in the
US. Much focus has been on the need to develop standards
for testing the correctness of hardware and software of DRE
machines prior to deployment on election day, for example
[21]. However, the schemes developed for use in the UK
(in common with most academic schemes in the US) are
designed to provide individual voters to verify their vote, and
external observers to verify the entire election. This represents
a considerable shift from the existing practice in the UK, where
the role of ensuring the correctness of an election result is
delegated to the nominated candidates at the count [20]. Whilst
the candidates continue to participate in the verification of the
election (through encouraging their supporters to check their
votes, for example), the primary responsibility for ensuring
that votes are properly counted becomes that of the voter.

V. CONCLUSIONS

Given the recent controversy regarding changes to the UK’s
electoral system it seems likely to us that schemes which are
most similar to the existing polling station/paper ballot practice
will be introduced initially. Systems which implement the Prêt
á Voter scheme seems suited to this role, since its primary
contribution is to improve the security of the paper ballot
system by publicly committing the election authority to the
value of a voter’s choice, without revealing the value of that
choice.

The introduction of a successful electronic voting scheme
that improvesthe security of the existing system may go some
way to mitigating the concerns regarding electronic voting in
general. This may then provide an opportunity at a later date
for the deployment of remote electronic voting systems, e.g.
those which implement the mCESG scheme. Such systems
would be better suited to meeting the governments goal of
modernising the voting system and improve the accessability
and convenience of the voting process. Such an approach to
implementing electronic voting would also follow the Electoral
Commission’s approach to modernising elections through the
deployment of multi–channel voting systems, where the voter
is able to choose a channel most suited to their circumstances.
Ideally, every voter should be provided with the opportunity
to use at least one voting system which is suitable to their
particular needs.
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